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WELCOME TO THE UN SECURITY COUNCIL 
LETTER FROM THE CHAIRS 

Head Chair: 
Welcome honourable delegates to this year's LSE YouthMUN 2023 Security Council. As the 
committee’s head chair, I would like to extend my greetings and congratulate you in 
choosing the possibly daunting Security Council. Now more than ever, in light of the 
security and safety risks across the globe, diplomatic minds are collaborating to create 
effective and diplomatic solutions in a necessary force in driving the world to peace. Having 
been in the shoes of a delegate participating in the MUN Security Council countless times, 
I would like to ensure you that this committee is dedicated to encouraging engagement, 
facilitating fruitful debates, and welcoming a range of ideas equally, notwithstanding 
whether you are a delegation big or small. I am looking forward to meeting all of you and I 
hope I can make your experience both a great insight into the inner workings of the UN, 
and a professional and welcoming environment to express all the preparation and passion 
for diplomatic debate you have gathered. 

Vice Chair: 
Welcome to UNSC for this year’s LSE YouthMUN! Exciting and engaging, this is the 
committee where some of the most important discussions happen – particularly, in the 
Security Council we try to answer the question of how to keep the International secure and 
peaceful. For this very reason, I am happy to serve you as the Vice Chair of the committee. I 
strongly agree with Kristupas that no matter how big or small your delegation is, your voice 
matters and can make a significant difference, so always try your very best and believe in 
yourself – that’s the very first step to success as a delegate. I cannot wait to meet you, and I 
am looking forward to the various debates and draft resolutions that will arise out of this 
conference!  

This year, we will be focusing on two topics that each target major areas of instability and 
possible threats to sovereignty and safety. Topic 1 has been chosen seeing its relevance in 
current ongoing conflicts and how cyber operations have become a major tool used by 
nations to weaken the enemy. However, arguably, the measures controlling this type of 
warfare are limited, and the repercussions faced for such operations are incomparable with 
for instance physical crimes of war like torture, rape etc. Likewise, with technology seeping 
into the battlefield, strict guidance has to be given to prevent future abuse of cyber 
technology. Topic 2 focuses on a specific ongoing conflict and looks at the effects of 
terrorism and the terrorist group Al-Shabaab and its adverse effects in Somalia and 
worldwide. The issue has been relevant for a long period of time and is only beginning to 
be tackled effectively. However, despite these efforts, terrorist attacks are being carried out 
in recent times and the issue has not been solved. This pushes for further reevaluation of 
the system and measures currently used to tackle this issue. 
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MEET YOUR CHAIRS 
Meet your committee on the website: https://www.lseyouthmun.com/unsc  

Head Chair - Kristupas Katilius 
My name is Kristupas, and I will be your Head Chair for the UNSC at this conference. I am a 
second-year Law LLB student at the University of Law Bloomsbury in London. I am originally 
Lithuanian, but it is my 4th year in the UK. I have had the pleasure of attending various high 
school MUN conferences around Europe and have continued to develop a passion for 
engaging in UN-styled simulations and debates in my university years as well. I have chosen 
to pursue the path of chairing some conferences and taking a break from delegating, and I 
have greatly enjoyed and developed during this experience. 

Personally, MUN encompasses the broader values of cooperation and the skill of 
diplomacy, which help one develop on a personal level in terms of debating, negotiating 
and public speaking skills, as well as, it facilitates an environment where different 
individuals representing opposing nations can come together and produce effective 
solutions.  

Vice Chair - Nongrat Aether Li 
Hello! Nice to meet you all. My name is Aether Li, and I am currently a first-year student 
studying Politics and International Relations at SOAS, University of London. I was born and 
raised in Thailand. My passions (also known as my sources of self worth) include Model UN, 
competitive debating, and cosy games. 

Like the delegates attending this conference, I started out my Model UN career from 
secondary school onwards. It has been four years since. Out of all the committees I have 
been in, I enjoy UNSC the most because of the intense environment that keeps you on your 
feet at all times and the memorable lessons I have learnt about war, peacekeeping, and 
diplomacy throughout the years. International conflicts always have multiple perspectives 
and grey areas – the “truth” can always be questioned – hence I expect to see fresh, 
engaging debates that take this fact into account.

https://www.lseyouthmun.com/unsc
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INTRODUCTION TO THE UN SECURITY COUNCIL 

The Security Council is arguably the pinnacle of the expression of diplomacy paired with 
immense global importance. Since the first meeting of the Security Council in 1946, 
following the great instability between nations following the end of World War II, it has 
achieved great strides in peacekeeping, sanctioning wrongful regimes and many other 
groundbreaking global security achievements. 

Fundamentally, being part of the 6 major organs in the United Nations, the Security Council 
is considered to be the most powerful. The Council is comprised of 15 states, with 5 of 
them being permanent with veto powers (United Kingdom, United States, China, France, 
Russia – we call them the “P5”) and the rest being temporary positions elected by the 
General Assembly (Security Council Report, 2019). The main purpose of the United Nations 
Security Council, as outlined in the UN Charter, is the “primary responsibility for the 
maintenance of international peace and security” (United Nations, 1945). 

Specifically for LSE YouthMUN 2023, delegates should bear in mind the special Rules of 
Procedure that has been outlined in the Rules of Procedure document, page 25. It is 
strongly recommended that delegates read through and understand it. Particularly, for 
delegates representing the Permanent Five, a veto must only be used when the motion at 
hand clearly goes against the country’s national policy or national interests. Since 1946, the 
right of veto has been used sparingly. Therefore, if a P5 delegation does not agree with a 
resolution but does not wish to veto, abstaining from the vote is also an option.   This can 
be done through declaring oneself as Present during roll call, instead of Present and 
Voting. 
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TOPIC 1 
The Role of Cyber Operations in Ongoing Conflicts 
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TOPIC FOUNDATION 

Introduction 
As globalisation increasingly and rapidly connects nations and individuals together, the 
cyber world is also expanding and becoming more complex. Beyond the usage of social 
media or cryptocurrency, the internet and cyber technologies also apply to warfare and the 
methods militaries use to maintain peace and security in their nations. For instance, many 
militaries gather and interpret data by using the Command, Control, Intelligence, 
Surveillance and Reconnaissance (C4ISR) systems (Lockheed Martin, 2017), allowing them 
to eliminate threats quickly and effectively, Another example would be the Joint All-
Domain Command and Control (JADC2), which coordinates all data from sensors and 
radars from all military branches and shares the information securely through the Internet of 
Military Things (IoMT) network (Post, 2022),   Because cyber warfare is relatively new 
compared to the traditional physical methods of warfare used for centuries, new 
frameworks and “rules” must be established and implemented to ensure the responsible 
use of cyber technology in conflicts.  

Key Terms 

International Armed Conflicts 
According to Common Article 2 of the Geneva Conventions, International Armed Conflicts 
(IAC) are “cases of declared war or of any other armed conflict which may arise between 
two or more [states or governments], even if the state of war is not recognised by one of 
them” (International Committee of the Red Cross, 2014). The other category of armed 
conflicts, Non-International Armed Conflicts (NIAC), are between State and non-
governmental armed groups, or only between armed groups (United Nations Office on 
Drugs and Crime, 2018). The implication of this is that in considering what constitutes as a 
“war”, there needs to be a careful, neutral, and objective deliberation of the events that 
unfold, rather than relying on a certain state’s perspective.  

Cyberspace 
The cyberspace, to put in simple terms, is the digital, is the space in which information 
exchanges take place through systems such as the internet. The National Institute of 
Standards and Technology (NIST) defines it as “a global domain within the information 
environment consisting of the interdependent network of information systems 
infrastructures including the Internet, telecommunications networks, computer systems, 
and embedded processors and controllers” (Computer Security Resource Center, n.d.).  It is 
important to recognise that the cyberspace is not free from politics, and that there are 
power relations and dynamics present in it, just like in the real physical world (Liaropoulos, 
2016). For instance, the hackers can use the internet to damage critical government 
infrastructures, challenging the way countries think about and approach national
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sovereignty and security. The identities of hackers and cyber attackers can also be 
obscured, calling into question the effectiveness of judicial systems on domestic and 
international levels. Furthermore, on a global scale, some nations have more cyber 
capabilities than others, meaning that other nations could possibly be disadvantaged in 
protecting the security of their systems.  

Cyber attacks, cyber warfare, and cyber operations 
According to the ICRC, cyber attacks are defined to be “any hostile measures against an 
enemy designed ‘to discover, alter, destroy, disrupt, or transfer data stored in a computer, 
manipulated by a computer or transmitted through a computer’” (International Committee 
of the Red Cross, 2016), such as computer attacks on oil pipeline systems, or cyberattacks 
on electricity grids.   In an international armed conflict, the ICRC defines cyber warfare as 
“means and methods of warfare that rely on information technology and are used in 
situations of armed conflict” (International Committee of the Red Cross, n.d.). Furthermore, 
cyber operations can be categorised into “access operations” – those with the purpose of 
surveillance or extraction of data – or “effects operations” – those that aim to affect or 
damage certain systems (Gisel and Olejnik, 2018). Just like conventional warfare, cyber 
warfare must be justified by military gain, and there should be restrictions and regulations 
on its use.  

The use of cyber operations as real-world consequences. For instance, interfering with 
healthcare systems or disrupting internet services can be considered physically damaging 
towards a state’s “critical infrastructure”, a term that often appears in legal text and 
agreements regarding the cyberspace. It could also have harmful implications for the 
economy, as recovering from a cyber attack can cost a great deal of money (Morgan, 2016). 

International Humanitarian Law 
International Humanitarian Law (IHL) is one of the various forms of international legislation 
that establishes rules, norms, and codes of conduct of states when they interact with other 
states. There is no governing authority in the international system, but international laws 
are legitimised when states consent to being bound to the legislation. International 
Humanitarian Law specifically deals with cases of armed conflicts, with the purpose of 
regulating the means of warfare, as well as protecting civilians and those who do not 
engage in the conflict. The most notable example of an IHL are the Geneva Conventions, 
which focuses on protecting victims of armed conflict. 

What cyber operations are governed by IHL? 
So far, it has been established that International Humanitarian Law applies to cyber 
operations if such operations are: 

A. Conducted in the context of an existing international or non-international conflict 
that is carried out through physical (kinetic) means 

B. Conducted to support physical operations
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But there is still room for debate regarding whether cyber operations by themselves fall 
under IHL. One proposal to this issue is that the operations need to be assessed according 
to Articles 2 and 3 of the Geneva Conventions (Gisel, Rodenhäuser and Dörmann, 2021). 
Vice versa, there are still questions regarding which articles or principles of International 
Humanitarian Law apply to cyber operations in conflicts. 

Principles of the Law of Armed Conflict (LOAC) 
As already established, IHL deals with two aspects: protecting those not participating in 
warfare, and limiting the weapons and methods of warfare that parties can use. A crucial 
part of IHL is the principles, which basically guide actors’ behaviour in a way that is clear 
and do not need to be proven. Additionally, these principles are the building blocks for 
developing other laws (Lehman and Phelps, 1998). Below are the principles of LOAC/IHL 
with a brief, simple description. 

• Principle of Military Necessity: if a military action is necessary to weaken the 
enemy’s military force and if it follows the law, then it is justified. 

• Principle of Distinction: combatants and civilians must always be clearly 
distinguished at all times. Combatants (people who are actively participating in the 
war) can be attacked, but civilians must be protected. 

• Principle of Proportionality: the impact resulting from military operations should be 
minimised as much as possible. The amount of damage caused should not exceed 
the goal the military operation aims to achieve.  

• Principle of Limitation: International Law limits the means of warfare, such as 
weapons and tactics, that may be used in order to avoid unnecessary harm. 

• Principle of Good Faith: military forces and negotiators in a conflict should show 
good faith in their interpretation of the IHL 

• Principle of Human Treatment and Non-Discrimination: all people should be 
treated humanely and without discrimination. 

(International Committee of the Red Cross, 2002) 

Therefore, when considering the applicability of IHL to cyber operations, delegates might 
want to consider these underlying principles in evaluating case studies and responding to 
security threats in the cyberspace. 

The United Nations Charter 
The UN Charter is an international treaty that constitutes the foundation of the United 
Nations. It outlines the purposes of the UN, as well as the principles that member states 
ought to follow. Particularly in the context of this topic, the most notable section of the UN 
Charter is Article 2(4), which states that “All Members shall refrain in their international 
relations from the threat or use of force against the territorial integrity or political 
independence of any state, or in any other manner inconsistent with the Purposes of the 
United Nations” (United Nations, 1945). 
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It is important to note that International Humanitarian Law is not the same as the UN 
Charter. While the UN Charter aims to prevent states from going to war in the first place, 
International Humanitarian Law applies in the case where war has already broken out (Gisel, 
Rodenhäuser and Dörmann, 2021).  

Key Issues 
One of the challenges of regulating the use of cyber operations is that it is hard to attribute 
cyber attacks to the responsible actor behind it, meaning that it is difficult to hold them 
accountable under IHL. Under IHL, a state is responsible for conduct attributable if the 
violations of the law are committed by its organs, by authorised individuals, by groups 
under the government’s control, and by private entities that the government recognises 
(Doctors Without Borders, 2010). The issue of anonymity also complicates the process 
further. However, it should also be noted that corporations such as Microsoft have assisted 
with investigations into cyberattacks and have been able to attribute them to the 
perpetrators, as seen in the case studies in the following section. Regardless, it is important 
to keep in mind that the conclusions tend to be deductions and are not as easily 
observable as physical attacks, such as a missile travelling from one country to another. 

Another problematic issue is that it is hard to determine the threshold when cyber 
operations become applicable to International Humanitarian Law.   Does international law 
apply regardless of the consequences as long as force is used? Or must the effects of the 
operation be evaluated as well? Partly, this depends on states’ different interpretations of 
international law. For instance, would disrupting email communications all throughout the 
country during an armed conflict count as an “attack”? Nations like the United States and 
Australia claim that cyber operations, even if they are not considered as attacks, would fall 
under Laws of Armed Conflict (Gisel, Rodenhäuser and Dörmann, 2021), specifically the 
principle of military necessity, which allows military operations where “reasonable force is 
necessary, is lawful and can be operationally justified in combat to make your opponent 
submit” (International Committee of the Red Cross, 2002) . On the other hand, China has 
been reluctant to mention the IHL, as the over-emphasis of the law could lead to the 
militarisation of the cyberspace Huang and Ying (2021).  
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CASE STUDIES 

Cyber operations in the Russo-Ukrainian War 
Russia’s conflict with Ukraine originated in 2014, but it intensified on Feb 24 2022 when 
Russia invaded Ukraine, framing it as a “special military operation” (UN News, 2022) . In 
September, Vladimir Putin proclaimed the annexation of four Ukrainian regions, announcing 
that the Russian government will defend “[their land]” , which Western nations and the UN 
have condemned (Al Jazeera, 2022b; Al Jazeera, 2022a). Other justifications of the invasion 
include the “demilitarisation” and “denazification of Ukraine” (The Spectator, 2022). Russia 
has used cyber operations to assist kinetic operations, as well as for intelligence collection 
for planning, targeting, and for future negotiations (Bateman, Wilde and Beecroft, 2022) in 
the conflict.  

Leading up to the invasion, Ukraine started receiving cyber attacks on governmental 
bodies, mainly in the form of distributed denial-of-service (DDoS) attacks and malware in 
January. It was initially unclear who was responsible at the time, but the United States 
attributed them to the Russian government (WH.GOV, 2022; Nakashima and Horton, 2022). 
However, during this time, for most of these attacks, officials did not attribute the attacks 
to any party. On February 24, the day of the Russian invasion, there was an attack on 
Viasat’s KA-SAT satellite, disrupting the Ukrainian military’s ability to detect the Russian 
troops’ movements and command their forces remotely (Johnson, 2022). This attack 
affected civilians as well –   people across Ukraine and European countries, such as Poland 
and France, could not use the internet for weeks (Kleinman, 2022). Furthermore, the 
outage affected the German energy company Enercon, causing 5,800 of their wind turbines 
to go offline and out of the company’s control (Burgess, 2022). However, cyber attacks in 
this conflict are not one-sided. In March, Russia has also reported DDos attacks mainly 
targeting government resources and the banking sector (Reuters, 2022a). 

Ukraine has been able to defend itself according to existing frameworks such as the Cyber 
Security Strategy of Ukraine (2016) and the National Security Strategy (2020), which aim to 
improve the security of information systems in a collaborative manner as well as building 
resilience (GFCE, 2017). Furthermore, it has received support from many countries and 
organisations. Estonia, some European Union members, and the US have also assisted 
Ukraine by sending cybersecurity professionals to help thwart attacks and funding 
cybersecurity projects and efforts (Miller, 2022; Reuters, 2022b; International Trade 
Administration, 2020). Furthermore, Ukraine sees NATO as a key partner in national 
security (Getmanchuk, 2020). So far, it has been accepted into the NATO Cooperative 
Cyber Defence Centre of Excellence. As a result, Ukraine’s capabilities have increased 
tremendously, allowing it to withstand, for instance, the cyberattack on power grids (Tidy, 
2022). However, this poses important geopolitical questions. One of Putin’s justifications of 
the invasion of Ukraine is because of NATO’s eastward expansion starting from 1999, which
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the former perceives as a threat (Wintour, 2022). Russia considers the NATO’s collaboration 
with Ukraine as a betrayal of the verbal agreement made in 1990 between the US Secretary 
of State James Baker and the Soviet leader Mikhail Gorbachev, where Baker promised that 
NATO would not expand east if Russia accepted the reunification of Germany (Wintour, 
2022). Even if this claim has been debunked multiple times by NATO and the United States 
(Masters, 2022), this narrative can still cause real-life consequences. Ukraine’s move to side 
with NATO could increase the threat level that Russia perceives, causing the Federation to 
prolong the conflict even further with less possibility for reconciliation.  

Reflection of the case study 
This case study serves as a prime example of how the methods of warfare are quickly 
evolving, and thus highlights the need for mechanisms to hold perpetrators of cyberattacks 
accountable. It also portrays how cyber operations, such as the attack on the KA-SAT, can 
affect civilians and the economy, particularly through attacks on infrastructure such as 
internet satellites or energy production. An argument can be made that this example also 
suggests that cyberattacks can specifically target governments and officials, arguably 
minimising harm. However, the distinction between military objects and civilian objects are 
completely clear, as an attack on government services would inevtiably affect citizens. This 
is a clue as to how we can control the use of cyber warfare to minimise harm: should certain 
types of cyberattacks be considered legitimate means of war, while others are not? If so, 
what should the metric of determining legitimacy be? Furthermore, what efforts can the 
international community take to strengthen the capacities of developing states in 
cybersecurity? 

The Albanian-Iran Cyber Conflict 
On July 15 2022, a cyberattack was carried out in Albania which disabled the e-Albania 
public services platform and leaked government data. According to the Albanian 
government, around 2.5 million citizens and businesses are registered with the e-Albania 
platform, with an average of 2,000 users each day accessing the 1,225 public services that 
it offers (Albanian Government, 2022), such as paying for utilities and accessing social 
housing programs (Albanian Daily News, 2022). The platform provides A few months later 
in September, Albania attributed the attacks to Iran and severed diplomatic ties, ordering 
Iranian diplomats to leave within 24 hours (Zaimi, 2022). The Iranian Ministry of Foreign 
Affairs condemned this move, referring to them as “anti-Iran” measures and claiming that 
the accusations were baseless (Islamic Republic of Iran Ministry of Foreign Affairs, 2022). 
They claimed that the United States’ support of Albania meant that this move was a “pre-
mediated plan to create political hype against Iran” (Islamic Republic of Iran Ministry of 
Foreign Affairs, 2022). A few days after, Microsoft’s Security Threat Intelligence revealed 
that “actors sponsored by the Iranian government conducted a destructive cyberattack 
against the Albanian government” (Microsoft Security Threat Intelligence, 2022). They also 
pointed out that Iran could be doing this to retaliate for the cyberattacks by the Mujahedin-
e Khalq (MEK), a revolutionary political-militant organisation, which is based in Albania.
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Following this, states and organisations such as the UK, the US, and NATO condemned the 
attack. Particularly, the United States placed sanctions on Iran’s intelligence ministry (AFP, 
2022).  

Not long after, a second cyberattack followed, conducted by a group called HomeLand 
Justice, an Iranian hacker group. They released information from the Total Information 
Management System of Albania up until October (Tirana and Bonn, 2022).   This is a 
significant security threat, as the System tracks the movement of individuals into and out of 
Albania (Muncaster, 2022) to support border control. In 2007, utilising TIMS, Albanian 
forces were able to identify and arrest 167 fugitives and wanted criminals crossing its 
borders (Bureau of European and Eurasian Affairs, 2017). 

Tensions escalated even further when the Iranian embassy in Tirana was raided by counter-
terrorism police to search for evidence concerning the first hacking attempt (Morrison, 
2022). Five employees at the Albanian Department of Public Administration were also put 
under investigation for failing to protect government websites (Taylor, 2022). To this day, 
diplomatic ties between the two nations remain broken. 

Reflection of the case study 
From the reports, it seems that there is no issue of attribution in this case – the attacks are 
from a non-state actor that multiple reports point to them being sponsored by the Iranian 
government. However, Iran still denies the allegations. Regardless, this case begs the 
question of how to hold non-state actors accountable for their malicious actions in the 
cyberspace, especially when their actions are attributable to a state. As a starting point, IHL 
provides that a state is responsible for violations when they are: 

• Committed by its organs, such as  the armed forces 
• Committed by people or entities that are authorised to act on behalf of the 

government 
• Committed by people or groups acting on the government’s instructions or under 

the government’s control 
• Committed by private individuals or groups that the government acknowledges. 

(Doctors Without Borders, 2010) 

If a state commits a violation of the IHL, it is required to make “full reparation for the loss 
or injury caused” (Doctors Without Borders, 2010), and offenders can be prosecuted in 
domestic courts or international criminal tribunals (International Committee of the Red 
Cross, 2014).   However, as previously established, International Humanitarian Law currently 
only applies to cyber operations that are carried out in the context of a physical war. Should 
these laws be extended to cases such as the Albanian-Iranian conflict as well? Delegates 
must also keep in mind that the law alone might not be effective in holding these non-state 
actors accountable, especially if they were acting on behalf of the state.  
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Another question worth considering in this case, though, is whether Iran’s alleged 
wrongdoings would be applicable to any forms of international law. The UN Charter, 
meanwhile, leaves room for debate whether cyber attacks during peacetime such as this 
constitute as a threat or a use of force according to Article 2(4).  

Regardless of legality, it is clear that cyber attacks have caused significant damages to 
Albanian citizens. Do these cyberattacks constitute a threat to Albanian sovereignty? If it 
does, how shall we apply international law to the attackers responsible? If it doesn’t, how 
should justice be delivered and peace restored?
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INTERNATIONAL INVOLVEMENT 

International Action 

The establishment of the Group of Governmental Experts (GGE) 
The Group of the Governmental Experts are comprised of specialists and experts from 
member states of the United Nations. Their purpose is to study and report on particular 
issues of concern. For this Agenda, six GGEs have been established since 2004. 

In 2015, the GGE on developments in the field of information and telecommunications in 
the context of international security submitted its report to the United Nations (United 
Nations General Assembly, 2015). The report discussed that norms and principles of the 
UN Charter and other international law, such as the principle of sovereign equality, non-
intervention in the internal affairs of other states, and respect for human rights and 
freedoms, are important in the discussion surrounding the use of Information and 
Communications Technology (ICT). The GGE also made recommendations, such as 
increasing capacity-building efforts, identifying mechanisms for the participation of the 
private sector, academia, and civil society organisations, as well as utilising the UN Institute 
for Disarmament Research as well as think tanks (United Nations General Assembly, 2015). 
The report was adopted by the United Nations General Assembly through Resolution 
70/237. Furthermore, in UNGA resolution 73/27, the “rules, norms, and principles of 
responsible behaviour of States” (United Nations General Assembly, 2018) according to the 
2013 and 2015 GGE reports were welcomed by consensus. 

The most recent GGE on Advancing Responsible State Behaviour in Cyberspace in the 
Context of International Security was established by UNGA Resolution 73/266 in 2018. It 
continues its work from the 2010, 2013, and 2015 reports of previous GGEs, and engages 
in consultations with regional organisations such as African Union, EU, OAS, Regional 
Forum of the Association of Southeast Asian Nations in its studies. The 2021 report 
determined that international law and the UN Charter applies to the behaviour of states in 
the cyberspace (digwatch, 2021). However, while the UN Charter in its entirety applies, the 
report claims that the applicability of IHL’s principles of humanity, necessity, proportionality, 
and distinction still requires further study. Furthermore, the report recommends 
international cooperation and assistance in security and capacity-building, including 
developing and implementing national policies.  

The Open-Ended Working Group 
The Open-Ended Working Group was established from UNGA resolution 73/27 in order to 
make the negotiation process on the use of ICTs “more democratic, inclusive, and 
transparent” (United Nations General Assembly, 2018). Essentially, the working group is 
responsible for providing a platform for member states to discuss the matter both between 
each other and with other stakeholders, such as NGOs, industries, and academics. 
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Similarly to the GGE, the OEWG also published a report in 2021, stating that it believed 
that international law, which governs actions and relations between States, as well as 
international norms, which are expectation of behaviour between States, apply into ICTs in 
the context of international security. It also emphasised that capacity building, therefore, is 
important in an effort to enhance global cybersecurity. The report also outlined discussions 
regarding topics such as but not limited to international peace and security, applicability of 
international law, responsible state behaviour, building confidence (trust) between states, 
capacity building, and regular institutional dialogue. 

So far, there have been two OEWGs for this topic. UNGA Resolution 75/240 called for the 
establishment of the new OEWG on security of and in the use of information and 
communications technologies for 2021-2025 (United Nations General Assembly, 2021), and 
negotiations under the Working Group are still ongoing today regarding developing legal 
frameworks for the cyberspace, as well as mechanisms towards capacity-building especially 
for developing nations (Digital Watch, n.d.). 

UN Shortcomings 
One possible criticism of the UN achievements so far is that while there has been a 
consensus on the fact that certain rules, norms, and principles are important, there have yet 
to be strong tangible frameworks to regulate the use of cyber operations in conflicts. For 
instance, it is still unclear which organisation(s) or actor(s) will be assigned to regulating and 
implementing international law that applies to the cyberspace, and what the legal process 
would look like when cyberattacks happen. 

Regional and Domestic Action 

Europe (NATO) 
Europe is home to many forefront organisations in the cybersecurity field. For instance, The 
Nato Cyber Security Centre, which is under the NATO Communications and Information 
Agency, provides experts to “prevent, detect, respond to and recover from cyber security 
incidents” (NATO Communications and Information Agency, n.d.). It is important to note 
that NATO has assisted Ukraine in the Russian-Ukraine war in this manner, but has not 
made any concrete moves towards accepting the country as part of the Organisation. The 
membership of Ukraine in NATO is sensitive because admitting Ukraine could lead to 
Russia – which has accused NATO of its expansionist policies – further increasing the level 
of aggression, which is counter-productive to the peace process. Furthermore, if Ukraine 
becomes a NATO member, Article 5 of NATO’s founding treaty, which states that an attack 
against a NATO member would be consider as an attack against the whole coalition 
(NATO, 2021), would apply, meaning that the war could escalate to a much larger scale.  

Another prominent organisation under NATO is the Cooperative Cyber Defence Centre of 
Excellence (CCDCOE), a multinational and interdisciplinary hub of cyber defence expertise.
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Essentially, the CCDCOE offers its member nations and NATO countries with expertise “in 
the fields of technology, strategy, operations, and law” (ccdcoe.org, n.d.). Some notable 
efforts of the CCDCOE are the Tallinn Manual 2.0 on the International Law Applicable to 
Cyber Operations, as well as the organisation of Locked Shields, which the CCDCOE claims 
to be “the world’s largest and most complex international technical cyber defence 
exercise” (ibid.). 

African Union (AU) 
The African Union has a Convention on Cyber Security and Personal Data Protection, which 
not only covers areas such as e-commerce and personal data protection, but also 
cybersecurity and combating cybercrime. The Convention encourages nations to develop 
and implement their own legislation and strategies, as well as promotes public-private 
partnership to enhance countries’ capacities in the field (African Union, 2014). 

ASEAN 
The first ASEAN Cybersecurity Cooperation Strategy (2017-20) was mainly about capacity 
building through regional cooperation (Association of Southeast Asian Nations, n.d.). 
Important bodies were established, such as the Computer Emergency Response Team 
(CERT), as well as the ASEAN Digital Senior Officials Meeting and Ministers Meeting 
(ADGSOM/ADGMIN). The CERT coordinates and cooperates with national CERTs to 
strengthen its readiness in the face of cyber threats. Overall, the regional bloc works with 
Japan, China, Canada, China, Russia, and many other countries in its capacity-building 
efforts. The ADGSOM/ADGMIN is in charge of these projects. ASEAN also has a 
Cybersecurity Coordinating Committee (ASEAN Cyber-CC).  

It is also worth mentioning that ASEAN (and Southeast Asia) declares itself to be the first 
region to subscribe in-principle to the 11 norms and principles of responsible state 
behaviour in the cyberspace, as outlined in the 2015 GGE report.  
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FOOD FOR THOUGHT 

Possible Solutions 

Programme of Action (PoA) 
The Programme of Action for advancing responsible state behaviour in use of ICTs in the 
context of international security constitutes a political commitment by states to agreed 
recommendations, norms, and principles, convene regular meetings, enhance cooperation 
and capacity building among States, and hold regular review conferences. The Programme 
has received its support from states such as but not limited to Australia, the European 
Union, Canada, and Estonia. However, Some countries disagreed with the proposal. Russia, 
for instance, dissented because it believed that the wording of the proposal was vague and 
needed more discussions. It also claimed that the Programme of Action was “planted” to 
overshadow its own proposal of the most recent OEWG, which was not referenced in the 
report. Iran also disagreed on similar grounds. However, Australia had recognised that the 
PoA and the new OEWG could work hand-in-hand, and that both initiatives are not 
mutually exclusive. This proposal for a Programme of Action was welcomed by UNGA 
Resolution 77/37. However, so far, the PoA is mostly vague in its five objectives. For 
instance, one of the goals is to “have regular working-level meetings, focused on 
implementation” (The future of discussions on ICTs and cyberspace at the UN, 2020). This, 
advocates of the PoA posit, could be done through the National Survey of Implementation, 
which will be discussed after this section. However, a mechanism of how each country, with 
different levels of resources, can carry out this survey is still not properly elaborated on. 
Furthermore, the question of which stakeholders would be allowed in these “working-level 
meetings” and the extent of their roles should also be discussed (Weber, 2022).  

National Survey on Implementation Of United Nations Recommendations On 
Responsible Use Of ICTs By States In The Context Of International Security  
The National Survey was proposed and supported by the Netherlands, Croatia, France, 
Finland, Slovenia, South Africa, Austria, Canada, Mexico, and many others as a mechanism 
to help states assess their own priorities, needs, and resources in implementing the 
recommendations of the 2015 GGE report, as well as the 2021 OEWG and GGE reports 
(United Nations Institute for Disarmament Research, n.d.).  

Some states suggested the establishment of a universally accepted, common approach and 
understanding of the source of ICT incidents can lead to greater accountability and 
transparency, but it should be noted that some States do not agree with this approach. 
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Bloc Positions 

United States 
As a global economic and political centre, it is not surprising that the United States is 
commonly prone to cyberattacks on government data and infrastructure (Taliaferro, 2022); 
Greenberg, 2022). The United States has recently stated that “even if the law of war does 
not technically apply because the proposed military cyber operation would not take place 
in the context of armed conflict, [the Department of Defense] nonetheless applies law-of-
war principles” as it does more generally with regard to all its operations (Ney, Jr., 2020). 
Furthermore, in the latest Department of Defense Cyber Strategy of 2018, the United 
States openly acknowledged its “long-term strategic competition with China and Russia” 
(Department of Defense, 2018), and aims to build a more lethal joint force, compete and 
deter in cyberspace, and strengthen alliances.  

United Kingdom 
The United Kingdom is another leading voice on international cybersecurity. In 2020, the 
British military was revealed to possess offensive cyber capabilities, which could “degrade, 
disrupt and even destroy critical capabilities and infrastructure of those who would do us 
harm, ranging from strategic to tactical targets” (Sabbagh, 2020). Additionally, the UK has 
demonstrated its capability to attribute malicious cyber activity through the attribution of 
the NotPetya cyberattack against Ukraine to the Russian government. 

In terms of its stances in negotiations, one of the grounds that UK diverges from other 
countries is on the principle of sovereignty and how it applies to cyber operations. For 
instance, among many other arguments, it does not believe that states are obligated to 
disclose the “highly sensitive capabilities” when it comes to building trust among states 
(GOV.UK, 2018). 

Russia 
During the meeting regarding the zero draft of the OEWG report, the Russian delegation 
generally agreed with the applicability of UN Charter and in the Declaration on principles 
of international law friendly relations and cooperation among States in accordance with the 
Charter of the United Nations, but sees that practical frameworks to hold actors 
accountable properly need to be discussed. Furthermore, the Russian Federation cautioned 
against “potentially dangerous […] attempts to impose the principle of full and automatic 
applicability of IHL to the ICT environment in peacetime” (Gisel, Rodenhäuser and 
Dörmann, 2021).  

Russia was the initiator of the Open Ended Working Group as a transparent means of 
negotiation with other member states. It also supported the creation of the most recent 
OEWG, but did not agree with the Programme of Action proposed by other states.
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China 
In submissions to the OEWG, China emphasised that ICTs should be used for peaceful 
means and the cyberspace should not become a warzone. It also mentioned that pursuing 
a “strategy of deterrence” gives way for conflict in the cyberspace (China’s Submissions, 
n.d.). 

In 2011, China submitted the International Code of Conduct for Information Security 
alongside Shanghai Cooperation Organisation Member States, such as India, Pakistan, and 
Russia. The Code is voluntary and open to all states (Ministry of Foreign Affairs of the 
People's Republic of China, 2021). Moreover, it welcomes new international legal 
instruments to regulate the use of ICTs in the international cyberspace (China’s 
Contribution, 2021). 

However, despite its contributions to efforts in regulating the use of cyber technology for 
the sake of international security, China has been found to support hackers in 
compromising American government networks before (Kharpal, 2022). 

France 
Very recently in December 2022, France was heavily impacted by a cyberattack which shut 
down a hospital outside Paris (France 24, 2022). The hospital’s ability to conduct its 
treatments was suppressed significantly.  In terms of its stance, in 2019 France released a 
declaration called “International Law Applicable to Operations in Cyberspace”, which 
affirms the applicability of IHL to cyber operations during armed conflict (Roguski, 2019). 

Canada 
The Canadian government mainly conducts defensive cyber operations. However, last year, 
it has “directed its military to take a more ‘assertive’ stance in cyberspace” (Cossette and 
Boutilier, 2022), as it believed that cyber warfare will increasingly become more pervasive. 
On the international stage, Canada supports the rules-based international order in the 
cyberspace, and has proposed guidance to states on the implementation of international 
norms in the cyberspace. Furthermore, it is a strong advocate for the inclusion of gender 
aspects in the field of cybersecurity in negotiations (Canada, 2017). 

Iran 
In a meeting discussing the zero draft of the OEWG report, Iran claimed that its proposals 
had been disregarded. It also pointed out that there had not yet been a consensus on the 
applicability of international law to the use of ICTs, and thus the topic required further 
discussion. However, alongside Russia, it supported the new OEWG as a “single UN regular 
institutional dialogue forum” (General comments of the Islamic Republic of Iran, 2021). 
Furthermore, Iran has warned that capacity building programs should be “balanced, non-
discriminatory, and demand-driven” (General comments of the Islamic Republic of Iran, 
2021).  
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African Group 
The African Group is the African Union’s representative at the United Nations. During the 
deliberation over the zero draft of the OEWG report, the bloc emphasised the reality that 
developing countries are the most vulnerable in the field, and that in building cybersecurity 
capacities transparency, accountability, and shared responsibility should be considered. The 
African Group also supports an “action-oriented mechanism to promote the responsible 
use of cyber operations, wishing for it to be legally binding under the rules-based 
international order. Furthermore, in its own efforts to increase its own capabilities, the 
Group has worked with other regional blocs such as the Council of Europe (The Diplomatic 
Service of the European Union, 2018). 
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QUESTIONS TO CONSIDER 

• When does a cyber operation count as an act of armed conflict? Should there be a 
threshold? 

• In what ways is international humanitarian law and the UN Charter applicable to 
cyber operations in armed conflict?  

• How should the international community respond in the face of a cyber conflict? 
What improvements can be made to existing frameworks? 

• How should the international community make sure that such cyber conflicts do not 
escalate into physical armed conflicts? 

• Should there be new legal bodies to assess cyber warfare and hold aggressors 
accountable? If not, what preexisting bodies should cyber conflict be attributed to?  

• How can civilians and critical infrastructure be protected when cyber operations are 
deployed in ongoing conflicts?  
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INTRODUCTION TO THE TOPIC 

The question of terrorism in Somalia originates from the collapse of the Mohamed Siad 
Barre regime in the early 1990s. Following the collapse of the regime, there was a great 
period of instability in Somalia, leading to regional warlords to take control of their 
respective regions. This caused nation-wide instability, with many armed conflicts between 
the regions, leading to economic demise, regional instability, warfare between clansmen 
and a general lack of stability in neighbouring regions. These adverse effects paired with 
severe droughts in the area and conflicting religious influences has destabilised the region 
in the past three decades to the point where UN intervention was essential in tackling 
these issues.  

Despite countless attempts of UN intervention such as various missions with the aim of 
delivering humanitarian aid to war-torn and drought-affected areas, financial aid for 
democratic-political actors in the country and notably the establishment of the AMISOM 
forces for peacekeeping and establishing general governing structure to later be passed on 
to the democratic regime developing on the sidelines. While Somalia was being torn by the 
civil war and local authoritarian warlord rule, a peaceful and alternative democratic 
government was developing abroad in Nairobi, Kenya led by named the Transitional 
Federal Government (TFG).   However, many of these intervention attempts have been 
proven unsuccessful and have encountered the undiminished influence of the Al Shabaab 
terrorist regime. 

Al Shabaab is a military terrorist organisation that sets its origins in the early 2000s. Initially, 
this terrorist organisation traces its origins to being closely affiliated with the Islamic Courts 
Union (ICU) that was established by various religious clansmen with the ultimate goal of 
establish Sharia Law court system across Somalia and promote the Wahhabi form of Islam 
founded in 2004 (Britannica, 2020). With the ICU being strongly weakened by the TFG 
paired with the AMISOM forces and eventually being placed in a position of cooperation 
with the newly democratic TFG, the Al Shabaab forces split from the ICU and declared that 
their ultimate religious extremist goals have not been satisfied and are no longer 
represented by the ICU (Britannica, 2020).  

Al Shabaab has since been capitalising on the difficulties encountered by the Somali 
government in controlling the war-torn rural areas and generally ensure safety across the 
large swathes of the country (BBC, 2017). Currently, there are believed to be around 7 
000-12 000 active Al Shabaab fighters in Somalia and recently having moved further into 
neighbouring Ethiopia and Kenya. (CIA, 2023) 
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The terrorist organisation continues to play a key role in the distress and lack of stability 
within their country, demanding that an extremist Islamic regime should be established 
nationwide. With their ties to Al-Qaeda, and countless attacks carried out outside the 
borders of Somalia as well as within strategic areas in the capital and major cities, there is a 
need for effective UN action targeting these threats. The past actions within Somalia need 
further evaluation and alternative approaches ought to be evaluated. Thus, this committee 
will focus on the question of how diminishing the influence of Al Shabaab and other 
alternative measures would aim to establish a long-term peace in Somalia and prevent 
terrorist acts from occurring in North-East Africa.  

Background Information (Past UN Resolutions) 
• UN Security Council Resolution 733 & UN Security Council Resolution 746 

created the United Nations Operation in Somalia I (UNOSOM I) to provide 
humanitarian relief and restore order in 1992 

• UN Security Council Resolution 794 created the Unified Task Force (UNITAF) led 
by the United States to deliver UN Peacekeepers to deliver humanitarian aid and to 
stabilise the situation in Somalia in the United Nations Operation in Somalia II 
(UNOSOM II) in 1993 

• UN Security Council Resolution 1772 mandated the African Union Mission to 
Somalia (AMISOM) to aid the transitional government infrastructure, create a 
national security plan and facilitate a safe environment for delivery of humanitarian 
aid 

• UN Security Council Resolution 2093 extended the mandate of African Union 
Mission to Somalia (AMISOM) in Somalia 

• UN Security Council Resolution 2124 expanded African Union Mission to Somalia 
(AMISOM) with 4000 additional troops in 2013 

• UN Security Council Resolution 2385 (2017) instructed an incremental withdrawal 
of AMISOM troops in Somalia 

• UN Security Council Resolution 2670 (2022) replaced AMISOM with ATMIS, a 
transitional force with the aim of full withdrawal and handover of control to Somali 
forces by 2024 
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TIMELINE OF EVENTS 

This is a brief overview of the main historical context and major events in the history of the 
conflict in Somalia and the Somali Civil War (Council on Foreign Relations, 2022).  

1991
Collapse of the Mohamed Siad Barre Regime 
The Barre Government is overthrown by opposition groups, marking the 
start of the Somali Civil War

1992
United Nations Operation in Somalia I (UNOSOM I) 
First UN Operation aiming to provide humanitarian aid and provide stability 
to Somalia is deployed

1993-94
United Nations Operation in Somalia II (UNOSOM II) 
Second UN Operation with similar aims is deployed, with the US-led 
coalition Unified Task Force (UNITAF) leading the efforts

1995

UN Peacekeepers withdraw from Somalia 
Having suffered from casualties and due to lack of cooperation from local 
militias, UN Peacekeeping Forces and the Unified Task Force (UNITAF) 
withdraw from Somalia

2004

JUNE: Islamic Courts Union (ICU) Emerges 
11 Sharia courts unite to fight the lawlessness of following the fall of the 
Barre Regime. Al-Shabaab is a separatist group acting as an armed wing of 
the ICU, employing young rebels and fighters from other disbanded Islamist 
groups like al-Itihaad al-Islamiyyah and al-Qaeda 

OCTOBER: Transitional Federal Government (TFG) is formed 
This interim Government is formed in Nairobi, Kenya with major clan leaders 
from Somalia and Abdullahi Yusuf elected as President

2006

JUNE: Capital Mogadishu Falls to forces of the ICU 
The ICU, strongly helped by the forces of Al-Shabaab, took  over the capital 
of Mogadishu from a coalition of warlords. The takeover was seen as a threat 
to the developing Transitional Federal Government (TFG) in Kenya for 
Somalia. The ICU changes its name to the Somali Supreme Islamic Courts 
Council (SSICC)
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2006

DECEMBER: Transitional Federal Government (TFG) with Ethiopian 
forces invades Somalia and captures Mogadishu 
Backed by the developing Transitional Federal Government (TFG) and the 
United States, the Ethiopian national forces invaded Somalia and took the 
capital Mogadishu. This marked the defeat of the Somali Supreme Islamic 
Courts Council (SSICC), but Al-Shabaab separated itself and managed to 
survive.

2007

JANUARY: Transitional Federal Government (TFG) moves its 
headquarters from Nairobi and the Somali town of Baidoa to the capital 
Mogadishu 

FEBRUARY: African Union Mission to Somalia (AMISOM) peacekeeping 
forces arrive to Somalia 
UN Security Council Resolution 1772 mandates the AMISOM forces to be 
deployed in the aim of stabilising the transitional governmental structures as 
well as ensure a suitable environment to deliver humanitarian aid to the war-
torn country

2008

FEBRUARY: US Declares Al-Shabaab a Terrorist Organisation 

OCTOBER: TFG and Remainder of Former SICC Sign a Power-Sharing 
Agreement 
The TFG signs an agreement with remaining members of the former 
Supreme Islamic Courts Council (SICC) to form a mutual government for the 
first time including Islamists into the government and agreeing upon the 
withdrawal of Ethiopian troops from Somalia. Al-Shabaab denounce this 
agreement and continue growing their opposition for the TFG

2009

Ethiopian Troops Withdraw from Somalia 
Having sufficient support from the AMISOM peacekeeping force, Ethiopian 
troops retreat and leave Somalia 

Al-Shabaab Extends its Power in Rural Areas  
Forces of Al-Shabaab take advantage of war-torn areas and assert their rule. 
Punishments of stoning, beheading and amputations are reintroduced for 
actions deemed anti-Islamic

2010
Al-Shabaab Carry Out First Transnational Act of Terror 
A bombing is carried out in Kampala, Uganda, killing 74 persons as 
retribution for alleged participation in the AMISOM
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2011

AUGUST: Al-Shabaab Pushed Out of Mogadishu by AMISOM Forces 
Constant battles for Mogadishu result in a defeat for Al-Shabaab and their 
retreat, while TFG with the AMISOM forces take back the capital 

OCTOBER: Kenyan Forces Invade Somalia 
Kenyan forces join the forces of AMISOM in Operation Linda Nchi following 
kidnappings by Al-Shabaab

2012

FEBRUARY: Al-Shabaab Pledges Allegiance to Al-Qaeda 
Al-Shabaab joins the jihadi group Al-Qaeda in an official pledge 

OCTOBER: Al-Shabaab Loses Kismayo - Its Last Stronghold

2013

JANUARY: US Recognizes Somali Government as Sovereign 
Somali President Hassan Sheikh Mohamud meets with US Secretary of State 
Hillary Clinton as a strong gesture of recognition 

SEPTEMBER: Al-Shabaab Launches Deadly Attack in a Shopping Mall in 
Nairobi, Kenya 
Al-Shabaab carries out a terrorist attack in a shopping centre in Nairobi, 
killing 67 people, in one of the deadliest attacks in Kenya ever 

DECEMBER: US Deploys Specialist Training Military Force Group In 
Somalia 
The US sends a specialist group of ground troops to join the forces of 
AMISOM and carry out training

2014

SEPTEMBER: Al-Shabaab Leader Ahmed Abdi Godane Killed in a US Air 
Strike 
Leader and one of the founders of Al-Shabaab Ahmed Abdi Godane is killed 
in a US air strike and replaced by Ahmed Diriye

2015

Al-Shabaab Carries Out Deadly Attack at a College in Kenya with 148 
Casualties 
Al-Shabaab carries out its deadliest attack on foreign soil to date at Garissa 
University College, where over 700 students were held hostage and 148 
victims died

2017

FEBRUARY: Minister Mohamed Farmaajo Secures a Controversial Win at 
the Presidential Election 

SEPTEMBER: UNSC Agrees to Incremental Withdrawal of AMISOM 
Troops Due to Improving Situation
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2017

OCTOBER: Bombings Carried Out in Mogadishu Take More Than 500 
Lives with 300 Injures 
Bombings in Capital Mogadishu, killing more than 500 people including 
Government officials and police officers accredited to workings of Al-
Shabaab 

NOVEMBER: US Escalates Number of Air Strikes in Somalia 
Under the Trump Administration, more than 275 air strikes are authorised in 
Somalia targetting Al-Shabaab controlled areas

2019

JANUARY: Al-Shabab Carries Out Terrorist Act in a Hotel in Kenya 
 
OCTOBER: US Embassy Reopens in Mogadishu After 28 Years 
After 28 years the US reopens its embassy in the capital Mogadishu as well 
as the US Agency for International Development (USAID) approving $260 
million in humanitarian aid

2020
Series of Terrorist Acts in Somalia  
Multiple attacks carried out in Mogadishu including car bombings and 
shootings take the lives of over 150 people

2022

APRIL: AMISOM Forces Become ATMIS 
The UNSC unanimously agrees to replace the current AMISOM force with 
ATMIS, a new force with the outlook of full withdrawal and handover of 
power to Somalian National Forces by 2024 

Al-Shabaab Forces Begin Operations in Ethiopia 
The Al-Shabaab forces expand into Ethiopia during the Tigray conflict, but 
receive pushback from Ethiopian forces 

OCTOBER: Al-Shabaab Carries Out Car Bombings Next to Ministry of 
Education in Mogadishu 
Over 150 dead and 300 injured in the newest attack Al-Shabaab carried out 
in the capital
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CASE STUDIES 

Al-Shabaab Carries Out Deadly Attack at a College in Kenya with 148 Casualties 
in 2015 
For the first study, in order to attain a better understanding into the effects that terrorist 
organisations have outside of Somalia, it would be useful to examine a prime example of 
the devastating adverse effects of the strong influence of Al-Shabaab and its actions. In 
2015, there was a terror attack involving a hostage situation in Garissa University College in 
Kenya. As a result, over 700 students were held hostage and 148 casualties occurred as a 
result of the attacks. Al-Shabaab claimed responsibility for these attacks and its indirect 
links in Kenya. 
 
In order to understand the origins and reasoning behind the attack, it is key to understand 
the context of the running of the terrorist organisation and its motives. The group 
established itself as a religious Islamist extremist group with the goal of establishing Sharia 
law and extremist Islamic-ruled Somalia. The issue with this is that their rule would abolish 
most modernly accepted social norms and establish extreme jihadist forms of government. 
The main source of funding for Al-Shabaab came from larger terrorist organisations like Al- 
Qaeda, who they pledged allegiance to in 2012, local racketeering, looting, establishing 
religious taxes and piracy. Al-Shabaab has control of some rural areas where the traditional 
methods of racketeering are employed by the terrorist organisation (Klobucista, 2022).  

With this financial backing, they are able to carry out attacks with adverse attacks in 
Somalia, neighbouring nations and worldwide. This attack specifically led to severe 
disruptions in Kenya where schools had to be closed as well as refugee camps set up to 
support the victims under threat from the Somali civil war. Regional curfews were imposed 
in Kenya as well, fearing that more attacks might occur due to the rising threat of Al-
Shabaab’s influence. The refugee camps were closed down due to fears of recruitment of 
the vulnerable people (VOA, 2015). 

The US, in reaction to this, started escalating air strikes carried out on areas in Somalia 
containing strategic developments and leaders of Al-Shabaab. During the Trump 
administration alone, 275 air strikes were authorised over Somalia (BBC, 2019). 

In the session, it would be important to consider how cases such as these show the wider 
impact that Al Shabaab has in the region and how initially targetted religious extremism has 
developed into a force threatening the safety and welfare of the wider North-Eastern 
African regions. Furthermore, with previous UN interventions being wide and varied, it is 
important to examine the most efficient ways in preventing future attacks from being 
carried out by Al Shabaab. 
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Bombings Carried Out in Mogadishu Take More Than 500 Lives with 300 Injures 
in 2017 
Another important case that is useful in understanding the wider adverse effects that 
actions of Al-Shabaab have on the wider East African region and worldwide is the 
bombings that were carried out in the capital Mogadishu in 2017. These series of 
bombings have taken more than 500 lives and left 300 injuries (Economist, 2017) . 

As previously established, Al-Shabaab has a strong rural presence in Somalia and despite 
the AMISOM forces having established relative control over the capital and other key 
pieces of infrastructure within the country, the bombings are carried out in the capital. 
These bombings occurred following an unprecedented drought in Somalia and political 
instability. This instability came from the humanitarian aid being intercepted and destroyed 
by Al-Shabaab forces while a disproportionate amount of people were left in truly 
vulnerable positions. Moreover, Al-Shabaab had displayed discontent in the lack of 
religious Islamic representation within the government in regards to Sharia Law being used 
to rule the country. As a result and sign of retaliation, Al-Shabaab carried out a series of 
bombings in the capital targeting governmental buildings and personnel, yet a lot of 
innocent civilians were caught in the explosions (Burke, 2017). 

The US responded with further bombings and had sent further troops for training of the 
AMISOM forces to be used in counter-terrorism measures in Somalia. Likewise, equipment 
was provided by the US to the AMISOM troops. Domestically, the Somalian Government 
launched various counteroffensive strategies aiming to prevent future attacks of such 
magnitude and further increase the pressure experienced by Al-Shabaab. This specifically 
meant establishing more control in rural parts of Somalia. In terms of even wider 
implications, this is the second-largest terrorist attack in the history of Africa (Economist, 
2017). It proved that the role of terrorist organisations in destabilising African nations has 
not diminished to the level where international collaboration and UN intervention is not a 
necessary tool in tackling the issues. In neighbouring Ethiopia, it caused a lot of distress, 
and further security measures were put in place to limit the spread of influence of Al-
Shabaab to neighbouring countries. Thus, the main consideration in this case, is what the 
UN ought to focus on in aiming to stop these attacks, as even with a military presence and 
an ever developing nation in terms of its governmental structures and general peace, there 
are still attacks going on in the current day. (Economist, 2017) 

One of the key issues to be further discussed in the committee session could be evaluating 
new ways of intervention by the UN to tackle these problems, as past UN action may be 
seen as ineffective to a certain extent. Furthermore, the issues of tackling funding and the 
functioning of Al Shabaab in modern day despite the countless efforts by the AMISOM 
forces and the national government of Somalia is essential to ensure long-term sustainable 
peace in the region. 
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UN Shortcomings 
The main issue with past UN intervention methods can be summed up in the idea of 
national sovereignty and lack of long-term peace sustainability. The initial attempts of 
supplying humanitarian aid were met with strong opposition to blockades from Al-Shabaab 
and thus were ineffective. While the UN-sanctioned supplies for humanitarian aid were 
delivered to Somalia, the packages were stolen, robbed and intercepted by Al-Shabaab 
preventing the successful delivery of the aid on a national scale. Both of the UNISOM 
missions in the 1990s with the previously outlined aim were met with strong disapproval, 
and Somali people in need of humanitarian aid did not have access to it, despite massive 
support for such ideas in the UN. It can be established that as a result of these unsuccessful 
ventures, the UN established the AMISOM forces as part of the newly established African 
Union Mission to Somalia (Britannica, 2020). These forces, composed of various 
neighbouring nation soldiers with sponsorship from the African Union and the UN, led the 
way to retaking key infrastructure in Somalia, peacekeeping and ensuring the delivery of 
humanitarian aid. However, with the force having been generally seen as a successful tool 
in helping establish security and a degree of peace in Somalia, it has created a problem. 
The issue is that a culture of reliance has developed on these forces by the Somalian 
government. (ATMIS, 2023) 

The forces had previously been seen as additional support for the national military of 
Somalia, but with additional foreign funding and commissions to expand the AMISOM 
forces throughout the years, the forces have developed into a foundation rather than 
support. Thus, as the current position taken by the UN is to fully hand over the weaponry 
and pass over control to the Somalian forces, a lot of preparation has to be done (UNSC 
Report, 2022). Likewise, questions of whether this is the right time to remove this strong 
tool from Somalia are being considered as currently, there are still terrorist attacks being 
carried out. Some of these attacks are in rural areas and will take time to get under control, 
yet others are in the capital and target government personnel. 
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INTERNATIONAL INVOLVEMENT 

International Action 
• United Nations Operation in Somalia I (UNOSOM I) 

• This was the first UN Operation aiming to provide humanitarian aid and provide 
stability to Somalia. The humanitarian aid was aimed to be deployed by the 
Unified Task Force (UNITAF) led by the US. However, this attempt at 
humanitarian aid was met with a lot of hardships and interference due to the 
ongoing civil war. 

• United Nations Operation in Somalia II (UNOSOM II) 
• This was the second UN-commisioned peacekeeping and humanitarian aid-

providing mission into Somalia. Using the previously established Unified Task 
Force (UNITAF), the aims were essentially the same: create safe routes and 
methods of humanitarian aid provision. However, the mission had to be ended 
before it was complete due to an outbreak of battle between the UN forces and 
Somali National Alliance under General Mohammed Farah Aidid. Named the 
Battle of Mogadishu, it marked the end of UNOSOM II with an unsuccessful 
achievement of the set out aims. 

• African Union Mission to Somalia (AMISOM) 
• This is the current and still ongoing mission that is led by the African Union 

under the support of the UN. It first began in 2007 and with an expanding 
mandate, insightful US-led training of African troops from countries like 
Ethiopia, Djibouti, Uganda, Burundi and others, it has proven to be a key tool in 
stabilising the country and fighting back the influence of Al-Shabaab. As of 
current day, the plan set out in the UNSC is to withdraw the troops in 2024 
where an official handover of weaponry and other strategic tools will be done to 
the Somali National Forces (UNSC, 2022).  

Regional and Domestic Action 
• African Union Mission to Somalia (AMISOM) 

• The African Union Mission in Somalia (AMISOM) has been deployed to Somalia 
since 2007, with a mandate to stabilise the country and support the Federal 
Government of Somalia. One of the domestic successes of AMISOM has been 
its role in enabling the Federal Government of Somalia to expand its control 
over territory previously held by the militant group Al Shabaab, particularly in 
urban centres. The mission has also been instrumental in training and equipping 
the Somali National Army and the Somali Police Forces, which has helped to 
strengthen the capacity of Somali security institutions (ISS Africa, 2021). 
However, despite these gains, AMISOM has faced significant challenges, 
including the constant threat of attacks by Al Shabaab and the difficulty of 
reconciling different interests within Somalia.
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• Additionally, while AMISOM has helped to stabilise certain areas, communal 
conflict still accounts for a large proportion of violence in the country, 
particularly in disputes over access to and control over land or water sources 
(Sipri, 2019). Despite these challenges, the Somali government and the 
international community are working towards a gradual handover of security 
responsibilities to Somali authorities, with AMISOM expected to complete its 
withdrawal by the end of 2024. 

• National Forces of Somalia under Transitional Federal Government (TFG) 
• The Transitional Federal Government (TFG) of Somalia has been attempting to 

establish a functional government in the country for many years (CFR, 2019). In 
2004, a transitional parliament was established, which then elected Abdullah 
Yusuf Ahmed as the interim president for a five-year period (Britannica, 2020). 
The TFG has made some progress in the domestic sphere, particularly in the 
security sector. The Somali National Army, under civilian leadership in the 
Ministry of Defence, and the African Union Mission in Somalia (AMISOM) are 
the primary internal security providers and ensurers of domestic peacekeeping 
and counter-terrorism measures. 

• The TFG has also made some efforts towards improving the country's economy 
and infrastructure, with plans to create jobs and build financial security for 
ordinary Somalis (Ahmed, 2020). However, the TFG is still in dire need of 
reform, and the international community lacks a comprehensive long-term 
policy towards Somalia. Likewise, further training is required in preparation for 
the proposed retrieval of the AMISOM forces, further known as ATMIS, from 
Somalia as early as in 2024. (UNSC Report, 2022)
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FINDING A SOLUTION 

Possible Solutions 
• Strengthening the domestic National Somalian Forces to the point of self-

sustainability of security and control of Somalia 
• This can be seen as the current approach adopted by the UNSC as nations 

eventually want to make Somalia be capable of managing and defeating Al-
Shabaab on its own 

• International measures targeting members of Al-Shabaab 
• This could be further sanctions or other means like maritime UN patrolling 

targeting and intercepting funding and supplies being delivered to Al-Shabaab 
• Sanctioning further UN Peacekeeping forces to ensure provision of 

humanitarian aid as well as help maintain safety in distressed regions of Somalia 
while the terrorist threat is eliminated 

• Use of current ATMIS forces and help of capable nations like the US to launch a final 
counteroffensive 

• With the help of the US and current build-up of ATMIS forces, destroying Al-
Shabaab entirely could be seen as the sole solution 

• Unification of all domestic territories and regional rulers to convince mutual fight 
against Al-Shabaab 

• This could be incentivised by foreign aid directly to regions ensuring deliver and 
no misuse of international aid
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QUESTIONS TO CONSIDER 

• What other means of aid or intervention can the UN provide considering the 
previous shortcomings and interruption to humanitarian aid? 

• Whether Somalia will be able to manage the whole sovereign nation without foreign 
intervention by the year 2024 as the current ATMIS force withdrawal timeline 
stands? 

• To what extent can the UNSC make judgements based on the readiness of the 
Somali forces versus the needs of the Somali people and citizens of neighbouring 
nations? 

• How can autonomous ruling in a democratic manner be ensured in the long-run in 
Somalia? 

• What measures can be applied in Ethiopia and neighbouring nations to stop the 
spread and influence of Al-Shabaab in Africa?
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