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TOPIC I:    

TARGETED SURVEILLANCE AND HUMAN RIGHTS ABUSES OF JOURNALISTS 

AND ACTIVISTS   
 
INTRODUCTION 

Human rights abuses against journalists is not a new story and yet it is very much a prevailing one. According to the 

International Federation of Journalists, the number of media professionals’ killings recorded in 2020 are more or less on the 

same levels as in the 1990s; thus rendering the safety of journalists and activists a relevant priority.1 Indeed, these human-

rights abuses occur on a global scale: the report by the Director General of UNESCO, between January 2016 and 2019, 90 of 

the 207 journalists killed have been in war-torn countries while 117 have occurred in peaceful countries.2 The most common 

perpetrators of violence against journalists are organised crime groups, extremists and sectarian groups. However, high 

profile cases, such as Jamal Khashoggi's, have shown that members of the government are willing to resort to violence in 

order to intimidate dissenting journalists and activists. Beyond violence, journalists have been victimised by the misuse of 

laws and threats of defamation by political leaders. This has been further enabled by surveillance technology.  

 

As technology becomes increasingly entrenched in our lives, electronic surveillance has been easier to conduct and conduct 

subtly. As a result, perpetrators of human rights abuses against journalists and activists have taken advantage of surveillance 

technology. They have weaponised surveillance technology as a means of gathering vital information that facilitates violence, 

torture and intimidation. This phenomenon poses a clear infringement to journalists’ and activists’ right to privacy but also 

their right to life, which is enshrined in  the UN Declaration of Human Rights. However, the harmful impacts do not end here: 

since surveillance has been used to target and silence dissenters, this phenomena stifles freedom of speech and the ability to 

hold leaders accountable in places where it is most needed.  

 

Targeted surveillance of journalists and activists does not only threaten their human rights but ours. Therefore, as a branch of 

the United Nations focused on humanitarian affairs, it is vital that SOCHUM respond to this issue. 

 

 
1
International Federation of Journalists, “International Federation of Journalists Killed 1999>2020,” 

International Federation of Journalists, 2021 
2
 UNESCO International Program for the Development of Communication, “Thirty-Second Session of the 

Intergovernmental Council of the International Programmefor the Development of Communication(IPDC),” 

UNESCO (UNESCO, November 26, 2020). 
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BACKGROUND INFORMATION 

What is surveillance? There are two main types of surveillance. 

 

Mass surveillance is the use of surveillance technology to gather images and information of all citizens for 

possible future use, which is used by most countries. Examples of this include the passive harvesting of 

metadata on domestic phone calls in the United States and calls to and from the United States. This 

information is used to identify any threats to national security and for intelligence  

 

In contrast, targeted surveillance is the use of surveillance technology to obtain information on specific 

people.3 An example of this is in France: surveillance law no. 2015-912 of 24 July 2015 grants powers to the 

security services to monitor the phone and Internet activity of anyone with suspected links to terrorism. 

While this can still be justified under national security, governments can also abuse this in order to target 

journalists and human rights activists. A key priority of this committee is to ensure that surveillance is not 

deployed for political reasons but solely to protect the security of citizens 

 

The technology 

 

Within these two types of surveillance, the technology utilised in surveillance takes many forms. These 

range from computer interferences and mobile device hacking to the use of facial recognition to track the 

location of targets.4 What is common among the different surveillance technologies is that they all utilise an 

element of social engineering. These technologies rely on links that impersonate the target’s contacts, 

seemingly related to their work, advocacy or personal affairs. Consequently, targets find it difficult to 

realise that this is a security threat, click on these links and enable a malware to access their personal 

information.  Nowadays, surveillance technology, such as NSO Group’s ‘Pegasus Spyware,’ operates with 

‘zero-click technology:’ victims of the surveillance do need to click on a link or an email to be infected with 

the malware. This makes it even harder for targets to identify a surveillance threat and realise that their 

information can be recorded.5 

 
3
 Amnesty International, “Stop Governments Spying on Activists,” Amnesty International, October 6, 

2020. 
4
 UN Human Rights Council, “Surveillance and Human Rights: Report of the Special Rapporteur on the 

Promotion and Protection of the Right to Freedom of Opinion and Expression,” United Nations Digital 

Library (UN, 2019). 
5
 Amnesty International, “Stop Governments Spying on Activists,” Amnesty International, October 6, 

2020. 
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Surveillance technology industry 

In the past, only governments with advanced intelligence agencies were able to create surveillance tools or 

repurpose existing “off the shelf” crime ware products.6 However, an industry has emerged of private 

companies, such as the NSO group: FinFisher and Hacking Team, that produce private surveillance 

technology. In 2016, there were over 500 companies developing, marketing and selling such products to 

government purchasers7. Governments with less advanced technologies can now purchase these 

technologies and conduct targeted surveillance against journalists, activists, opposition figures and critics.  

 

Beyond the point of purchasing, there appears to be private-public collaboration in the surveillance 

industry. For instance, in 2014, FinFisher reportedly entered into “annual support contract(s)” with 

government clients. This includes the providing technical upgrades to the products and training on how to 

optimise their malware to compromise digital communications, computer devices and wifi networks of 

surveillance targets.8 Likewise, these companies influence their user countries’ export control regimes. In 

2016, alleged pressure from industry lobbyists prevented certain forms of surveillance technology from 

being added to the EU's list of dual-use technologies subject to export controls.9  

 

This industry is very much ‘shrouded in secrecy.’ There is not a significant amount of information detailing 

who the key players are in the industry. Very few private companies in the industry publish their customer 

policies and, if they do, even fewer focus on the human rights implications of their technology.10 As a result, 

when these technologies are misused, victims are rarely able to hold these companies accountable either 

financially or legally. This was evident, in June 2021, when executives of French spyware company Amesys 

was indicted after allegations of “complicity in acts of torture” for selling spyware to Libya in  2007-201111. 

 

Physical surveillance 

 
6
 UN Human Rights Council, “Surveillance and Human Rights: Report of the Special Rapporteur on the 

Promotion and Protection of the Right to Freedom of Opinion and Expression,” United Nations Digital 

Library (UN, 2019). 
7
Privacy International, “Taming Pegasus: A Way Forward on Surveillance Tech Proliferation,” Privacy 

International, July 27, 2021. 
8
 UN Human Rights Council, “Surveillance and Human Rights: Report of the Special Rapporteur on the 

Promotion and Protection of the Right to Freedom of Opinion and Expression,” United Nations Digital 

Library (UN, 2019). 
9
 Ibid. 
10

 Ibid. 
11

Phineas Rueckert, “Pegasus: The New Global Weapon for Silencing Journalists | Forbidden Stories,” 

forbiddenstories.org, July 18, 2021. 
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While the emergence of the surveillance industry has made technology-based, covert surveillance more 

common, traditional forms are still utilised. Physical surveillance can be institutionalised and cloaked, 

encompassing border controls and searches. However, physical surveillance can be more open, such as 

through physical monitoring by individual surveillance agents. 

 

The latter type intentionally makes surveillance known to the subjects, aiming to cause fear rather than 

collect information as technology-based surveillance does. An example of this was the physical 

surveillance of Guardian journalists, who covered the Snowden revelations. Unmarked vans were parked 

outside the offices and homes of these journalists12. The journalists were forced to destroy the hard drives 

of computers in the basement of their newspaper building. Physical surveillance is often used in tandem 

with threats.  

 

• Impact of surveillance: 

 

On journalists -  

 

The “chilling effect” 

In both democratic and undemocratic countries, surveillance creates paranoia for journalists’ own safety, 

legal and financial status13. However, the effect is to varying degrees. In relatively healthy democracies, the 

threat of surveillance to the average journalist is fairly low unless they report on sensitive topics: such as 

those involving national security, terrorism, surveillance, intelligence agencies and organised crime. This 

has changed how journalists conduct their profession, impacting journalism and hence wider society as a 

whole. 

 

Threats to personal safety  

Personal information collected via surveillance is used in journalist killings. These killings will be described 

in more detail in the case-study sections. 

 

 
12

 Anthony Mills, “Now You See Me – Now You Don’t: Journalists’ Experiences with Surveillance,” 

Journalism Practice 13, no. 6 (December 30, 2018): 1–18. 
13

Anthony Mills and Katharine Sarikakis, “Reluctant Activists? The Impact of Legislative and Structural 

Attempts of Surveillance on Investigative Journalism,” Big Data & Society 3, no. 2 (November 24, 2016): 

205395171666938. 
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Legal and financial threats  

Covert surveillance is used to collect information to substantiate legal threats. Likewise, personal banking 

information of journalists is often collected to make financial threats. Threats of the financial kind can be 

exemplified through how a Hungarian investigative journalist was warned through a blog about the high 

mortgage he had taken out with a recently nationalised bank.14 The overt form of surveillance is used to 

make journalists and activists aware of possible legal and financial repercussions. Officials told the 

Guardian Journalists who covered Snowden that they are “under investigation” for potentially violating the 

Official Secrets Act, thus increasing the “chilling effect.” 

 

On journalism -  

 

Decrease in information/sources 

When government officials interact with the press, they would have a digital trace. Combined with 

surveillance, this digital trace prevents government officials from remaining anonymous in these 

interactions.15 As many countries have significant legal implications for leaking to the press, government 

officials are deterred from interacting with the press.16  

 

Even if journalists take steps to ensure the sources’ anonymity. The sophisticated nature of these steps may 

cause sources to feel that they are doing something wrong by interacting with the journalists. Consequently, 

journalists lose developed sources and new sources do not materialise, preventing them from gathering 

information to inform the public using. 

 

Self censorship online 

As surveillance is believed to be increasingly omnipresent and used to threaten journalists, many 

journalists censor themselves17. Since journalists are censoring themselves out of paranoia, surveillance 

thus becomes a useful tool for governments to diminish dissent without appearing heavy-handed. 

 

Need for adaptation 

 
14

 Ibid. 
15

Human Rights Watch, “With Liberty to Monitor All: How Large-Scale US Surveillance Is Harming 

Journalism, Law, and American Democracy,” Human Rights Watch, July 28, 2014. 
16

 Ibid. 
17

 Anthony Mills, “Now You See Me – Now You Don’t: Journalists’ Experiences with Surveillance,” 

Journalism Practice 13, no. 6 (December 30, 2018): 1–18. 
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Due to increasing surveillance, journalists have had to adapt in order to protect themselves and their 

sources from surveillance. For instance, they have used burner phones, disposable sim-card numbers, and 

old-school PO boxes.18.19 Freelancers have more difficulty acquiring disposable technology and some  

journalists are having to resort to  high-end encryption to protect themselves against surveillance 

technology20 

 

The pandemic and surveillance technology 

The pandemic has exacerbated the issue of surveillance21.  

On the one hand, the pandemic has legitimised and legalised the use of surveillance technology. Contact 

tracing technology has been doubly used as locating tracking of journalists and activists. Many 

governments have ‘used contact tracing technology as a cover for buying surveillance gear.’  

On the other hand, journalists have had to adapt to working online. For instance, rather than meeting with 

their sources face-to-face, journalists have had to resort to using Zoom, rendering both them and their 

sources more vulnerable to surveillance. Delegates should thus consider another dimension of the 

surveillance issue: how will journalists adapt and protect themselves in an even more digital, post-

pandemic world? 

 

• The other side to the story:  

 

Justifying surveillance 

Inform decision making of government officials  

Intelligence systems are set up to be neutral, providing policy makers with information to keep the country 

safe22. To collect this vital information, targeted surveillance may be necessary. When journalists and 

activists are targeted, it is because intelligence agencies believe their actions threaten national security. 

For instance, there may be concerns that investigative journalists reveal information to the public, which 

should be kept confidential to potential enemies. Indeed, policy makers can ‘select information that suits 

 
18

Human Rights Watch, “With Liberty to Monitor All: How Large-Scale US Surveillance Is Harming 

Journalism, Law, and American Democracy,” Human Rights Watch, July 28, 2014. 
19

 Rowan Philip, “How Journalists Are Coping with a Heightened Surveillance Threat,” Global 

Investigative Journalism Network, August 26, 2020. 
20

 Ibid. 
21

 Ibid. 
22

 Michelle Cayford and Wolter Pieters, “The Effectiveness of Surveillance Technology: What Intelligence 

Officials Are Saying,” The Information Society 34, no. 2 (March 8, 2018): 88–103. 
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their political agenda and ignore the rest.’23 This may lead leaders in less democratic countries to arbitrarily 

arrest journalists based on a small fraction of the information given. Delegates should consider: is 

surveillance as a practice at fault here or the people who misuse surveillance? 

 

Thwarting attacks and destroying terrorist/criminal organisations  

Targeted surveillance of ‘high risk’ individuals can allow intelligence agencies to monitor their actions and 

take measures to prevent national safety breaches. According to the the director of the American National 

Security Agency (NSA), 54 terrorist activities had been disrupted due to information collected in US 

surveillance programs - Section 215 of the Patriot Act and Section 702 of the Foreign Intelligence 

Surveillance Act24. It should be noted that leaders could use the ‘high risk’ label to castigate dissenting 

journalists and activists. Delegates should therefore consider how the international community can prevent 

this from happening while also not infringing on a country's sovereignty over their security. 

 

In the same way that targeted surveillance can be used to collect vital information for preventing attacks, 

intelligence agencies can also use information to combat terrorist and criminal organisations. For example, 

the US’s usage of drones for targeted surveillance and killings has reduced the “original Al-Qaddafi 

organisation along the Afghanistan-Pakistan border to a shell of its former self.”25  

 

Regulating alternative news 

The digitalisation of news has blurred the lines of who is considered a journalist. In particular, the 

emergence of alternative news allows anyone to share information. Alternative news include established 

news sites, which are audience-supported, aiming to cover stories that mainstream media does not find 

profitable.26 IT also includes social media infographic accounts and less established accounts, which post 

conspiracy theories and often inflammatory, partisan messages. 

 

While the lack of regulation does enable these accounts to provide a different viewpoint to mainstream 

media, it can also allow false information to be published and promulgated.  This can be dangerous to 

 
23

 Michelle Cayford and Wolter Pieters, “The Effectiveness of Surveillance Technology: What Intelligence 

Officials Are Saying,” The Information Society 34, no. 2 (March 8, 2018): 88–103. 
24

 Human Rights Watch, “With Liberty to Monitor All: How Large-Scale US Surveillance Is Harming 

Journalism, Law, and American Democracy,” Human Rights Watch, July 28, 2014. 
25

 Michelle Cayford and Wolter Pieters, “The Effectiveness of Surveillance Technology: What Intelligence 

Officials Are Saying,” The Information Society 34, no. 2 (March 8, 2018): 88–103. 
26

 Nancy Alsop, “Alternative News Sites & Citizen Journalism | Good Web Guide,” 

www.thegoodwebguide.co.uk, June 2020. 
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public health: belief in conspiracy theories, which are shared by some of these accounts, is associated with 

reduced engagement in health-protective behaviours, from vaccination to hand-washing and lockdown 

compliance.27 This can also endanger lives of innocent individuals: in India, rumours about child 

kidnappings had circulated in social media platforms to create panic. This misinformation led to a mob 

killing of three individuals, mistakenly thought to be kidnappers.28 Targeted surveillance could perhaps 

identify individuals behind these misinforming accounts and hold them accountable to their misinformation. 

 

CASE STUDIES  
 

A. MEXICO - The killing of Pineda 

 

• NSO and Pegasus Spyware  

NSO is an Israeli surveillance technology firm, which created ‘Pegasus Spyware.’ ‘Pegasus Spyware’ is a 

malware that enables users to infiltrate their targets mobile device with ‘zero-click technology’29 According 

to a forensic investigation conducted by Amnesty International’s Lab and the Parisian organisation 

‘Forbidden Stories,’ this surveillance technology has been used on 50,000 individuals, including 180 

journalists between 2016 and 2021.’30 They have found that at least 45 countries have been linked to this 

spyware technology and 10 of the servers have been used in cross-border contexts.31 Considering that a 

large number of these countries are those with a long history of human rights abuses against journalists, 

this surveillance presents tangible threats to the security of journalists. 32 One case study that we will focus 

on is the murder of the Mexican journalist Pineda. 

 

• Who was Pineda? 

Cecilio Pineda Birto was a Mexican, freelance journalist and founder of La Voz de Tierra Caliente - a media 

outlet focusing on news in the Southern region of Mexico. Pineda frequently covered crime, social issues 

 
27

  Daniel Allington, “Unregulated Social Media Poses a Threat to Public Health,” Centre for Countering 

Digital Hate (CCDH) (CCDH, June 19, 2020). 
28

Elyse Samuels, “Analysis | How Misinformation on WhatsApp Led to a Mob Killing in India,” Washington 

Post, February 21, 2020. 
29

Bill Marczak et al., “HIDE and SEEK: Tracking NSO Group’s Pegasus Spyware to Operations in 45 

Countries,” The Citizen Lab (The Citizen Lab, September 18, 2018). 
30

 Amnesty International, “Massive Data Leak Reveals Israeli NSO Spyware Used to Target Activists, 

Journalists, and Political Leaders,” www.amnesty.org, July 18, 2021. 
31

Bill Marczak et al., “HIDE and SEEK: Tracking NSO Group’s Pegasus Spyware to Operations in 45 

Countries,” The Citizen Lab (The Citizen Lab, September 18, 2018). 
32

 Ibid. 
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and corruption in his facebook, Cecilio Pineda, Las Noticias al Instante.33 In particular, Pineda spoke about 

the alleged collusion between the leader of a drug cartel, El Tequilero, and the governor of the state of 

Guerrero, Hector Astudillo. 

 

Due to the controversial nature of his choice of topic, Pineda received threats on a weekly basis through 

social media.34 In September 2015, Pineda survived an assassination attempt, when a gunman shot at him 

at his home but misfired. According to Pineda’s colleagues, this attack appeared to be connected to his 

reporting35. As a result of this, the Committee for the Protection of Journalists offered to relocate Pineda and 

his family but this was rejected as Pineda wanted to stay in his hometown of Ciudad Altamirano. 

 

• Pineda’s death story 

In March 2017, Pineda was shot repeatedly by two gunmen while in a hammock at a car wash waiting for 

his vehicle. Pineda died while receiving first aid. His wife, Marisol Toledo, received a call from a 

government about the murder investigation but this was never followed up.36 

 

According to the Pegasus Project - the investigations conducted by Amnesty International’s lab and 

Forbidden Stories, Pineda’s work cell phone was selected as a target of an NSO client in Mexico just a few 

weeks before his death. Shortly after Pineda’s death, the state prosecutor who investigated the case, Xavier 

Olea Pelaez, was also selected as the target of surveillance.37 Since Pineda’s phone disappeared 

immediately after his death, Forbidden Stories was unable to conduct further analysis. It is thus 

unconfirmed whether the client was a state or a non-state actor.  

 

However, delegates should note that the day Pineda was killed, he stopped by his mother’s house before 

meeting a friend at a political rally. His mother said in an interview that “he told me ‘the bad guys aren’t 

going to kill me, they know me, they’re my friends. If they kill me it will be the government.”38 

 

 
33

 Associated Press in Acapulco, “Journalist Fatally Shot While Lying in Hammock at Car Wash in 

Mexico,” the Guardian, March 3, 2017. 
34

 Ibid. 
35

 Committee to Protect Journalists, “Cecilio Pineda Birto,” Committee to Protect Journalists, 2017. 
36

 Amnesty International, “Massive Data Leak Reveals Israeli NSO Spyware Used to Target Activists, 

Journalists, and Political Leaders,” www.amnesty.org, July 18, 2021. 
37

Nina Lakhani, “Revealed: Murdered Journalist’s Number Selected by Mexican NSO Client,” the 

Guardian, July 18, 2021. 
38

 Amnesty International, “Massive Data Leak Reveals Israeli NSO Spyware Used to Target Activists, 

Journalists, and Political Leaders,” www.amnesty.org, July 18, 2021. 
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Although details are not confirmed regarding who is responsible for Pineda’s death, this case study serves 

as vital evidence that targeted surveillance facilitates violence perpetrated against journalists and activists.  

 

B. SUDAN  

 

As of 2021, the government of Sudan was in a disputed state with many civilians still protesting the 

recent coup that has since gained and lost power on multiple occasions since 2019, when president Omar 

al-Bashir was militarily ousted. In 2022, Prime Minister Abdalla Haddock was also forced to resign due to 

protests. Al Bashir has been extremely controversial for his policies within the country, but also the abuses 

against South Sudan during a long-term civil war. The genocide in Darfur was orchestrated by his 

government and the ICC put a warrant out for al-Bashir’s arrest.  

 

In 2012, the Bashir government in Khartoum was working with the Hacking team group, the Milan-

based organisation that criminally participated in selling surveillance capabilities to governments. 

Khartoum paid 960 K Euros to the organisation to gain access to remote control systems, and despite the 

company denying allegations from the UN that such access enabled further human rights violations in 

Sudan - the Milan group cited that the uses of the technology were separate from the purchased tech itself 

and they could not be prosecuted for the sale.39 HackingTeam’s products operate under ‘Remote Control 

Systems,’ which enable users to monitor the communications of internet users, decipher encrypted files 

and emails and remotely activate microphones and cameras. 

 

These technologies were controversial in the 2010s at the height of the Sudanese civil war 

following many of the genocidal acts committed by the Bashir regime in Darfur, but remained under 

scrutiny due to the subunit Electronic Jihad of the National Intelligence and Security Services, who 

continued usage of the technologies provided by Hacking Team to identify rebels and propagate violence. 

The attacking of ethnic minorities and civilians may have been an aftermath of this technology purchase as 

a result of the government being able to specify targets who were political opponents. Rebels were thereby 

not the only groups targeted by the military technology, as journalists, civilian activists, and students also 

were killed by airstrikes. 

 

Central to the operations of the governments in this violence was also pushing for the surveillance 

of civilians and usage of technologies to perpetuate civil conflict within the country. Sudanese politics has 

 
39

 Currier and Marquis-Bore, The Intercept, “A Detailed Look at Hacking Team,” 2015.  
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undergone revisions due to the government reforms of 2019-20, when structural changes were made to the 

regime. Bashir’s government practised internet shutdowns in a nation wherein the rate of utilising mobile 

communications and accessing news and data online has grown exponentially.40 During the uprisings 

against the Bashir regime, technological disruptions became an increasing norm, but despite the promises 

of new alternatives to the dictatorship - censorship and technology surveillance against journalists in the 

country has only increased. 

 

In 2020, a National security law amendment gave the Sudanese government the power to “request 

information, data, documents or things from anyone to check it or take it without a court order.”41 This 

additional article has been utilised by the government to impede human rights documentation by civilians 

on the street who have been recording various abuses by the military and police when suppressing 

protests.  

 

With these worrying trends and a newly vacant government position, the likelihood of surveillance 

technology to be used against journalists by Sudanese Security Services is likely to continue. However, this 

limitations of free expression are not the only likely consequences of such violent actions by Sudan’s 

fluctuating government, as the surveillance technology has become a weapon of war and continued 

genocide against ethnic minorities in rebel-held regions. 

 

  

 
40 International Freedom of Expression and the Law, CIPESA, “Analysing the impact of Sudan’s media 

and technology-related laws.” 2021 
41

International Freedom of Expression and the Law, CIPESA. “Analysing the Impact of Sudan’s media 

and technology laws.” , 2021. 
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INTERNATIONAL INVOLVEMENT  
 

• INTERNATIONAL  ACTION 

Despite threats faced by journalists, according to the UNGA report on the ‘Safety of journalist and the issue 

of impunity,’ less than 1 in 10 cases lead to conviction.42 In response to this, the UN General Assembly 

formed the UN Plan of Action on the Safety of Journalists and the Issue of Impunity43 in 2012, which aims to 

create a free and safe environment for journalists and media workers, both in conflict and non-conflict 

situations, thus strengthening peace, democracy and development globally. This formed the basis of many 

resolutions on the issue, including the most recent resolution: a 2017 resolution on the safety of journalists 

and legal impunity, which has received overwhelming support by member states of the UN General 

Assembly.44 The resolution’s main focuses are to create and properly resource national protection 

mechanisms for journalists and to create special investigative and prosecutorial units for crimes against 

journalists. Compared to previous resolutions, the resolution better recognises the gender dimension of 

journalistic safety. It acknowledges how female journalists face sexual harassment and threats, suggesting 

both preventative and accountability measures against this.45 

 

However, the resolution bears significant weaknesses.46 Even though the resolution has overwhelming 

global support, its application is greatly hindered by the hypocrisy of its cosponsors. For instance, Mexico 

remains one of the most dangerous countries to be a journalist, despite national protection mechanisms. 

Malta was also a cosponsor, despite how its government has been linked to the murder of journalist Daphne 

Caruana Galizia. Delegates should thus realise the success of a resolution on journalistic safety depends on 

national political will - something that the UN has limited influence over. Likewise, the resolution is weak on 

how surveillance and hacking contributes to human rights abuses against journalists. It does not mention 

the need to protect encryption, including from government hacking, or offer any suggestion on how the UN 

can regulate surveillance tools. Therefore, the resolution is not equipped to deal with the modern threat 

posed to journalists and activists from technology. 

 

 
42

 UNHCR Office of the High Commissioner, “Report on the Safety of Journalists and the Issue of 

Impunity,” Office of the High Commissioner of Human Rights, August 16, 2016. 
43

 UNESCO, “UN Plan of Action on the Safety of Journalists and the Issue of Impunity,” UNESCO, 2012. 
44

 UN General Assembly, “The Safety of Journalists and the Issue of Impunity: Resolution Adopted by the 

General Assembly,” United Nations Digital Library, 2017. 
45

 Article 19, “UN: Commitments on Paper to Protect Journalists Not Enough,” ARTICLE 19, January 16, 

2020, https://www.article19.org/resources/un-commitments-on-paper-to-protect-journalists-not-enough/. 
46

 Ibid. 
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Outside of the UN, 42 states signed the Wassenaar Arrangement, which was designed to promote 

responsible trading from weapons exporting countries by implementing export controls.47 In 2013, ‘intrusion 

software’ (also known as surveillance technology) was added to the list of goods and technologies 

restricted under the agreement. Under this agreement, governments exporting and importing surveillance 

technology will have to declare the transaction. These export controls could contribute to greater 

transparency and responsibility in the transfers of these goods. Hence, governments wanting to use this 

technology to crush dissent cannot do this discreetly.48 Export controls are somewhat punitive to both 

government users, who may not be able to deploy the technology, and the private company, who may not be 

able to sell the product for profit, and thereby incentivise them to meet human rights standards.  

 

Despite its potential, the agreement has had limited impact. Member states are not willing to forgo the 

economic benefits of trade for adherence to the arrangement. For instance, the USA has yet to adopt the 

2013 suggested additions of items into their national export controls list. Since many countries prioritise 

their national economic interests over regulation of surveillance technologies, other countries are led to 

believe that this arrangement will not succeed. There is also little incentive, such as financial 

compensation, or sanctions, which can convince member states to adhere to the agreement.49 

The agreement itself does not include many restrictions on surveillance technologies and the 42 states who 

signed this arrangement are reluctant to implement further restrictions. In January 2018, at least 9 member 

states criticised the proposal to include consideration of “respect for human rights in the country of final 

destination” as a requirement to export surveillance technologies. Consequently, member states can 

continue trading surveillance technologies with other countries, irrespective of how these technologies can 

be used for human rights abuses. 

 

Perhaps the approach of the agreement is flawed. As argued by the UNGA report on ‘surveillance and 

human rights,’ the focus on exports the technology takes focus away from how the technology is used (to 

target lawful expression, dissent and reporting).50 Delegates should consider whether it is a more effective 

strategy to regulate the usage of surveillance technology than to limit access to surveillance technology 

altogether. 
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• REGIONAL AND DOMESTIC ACTION  

 

Member states in the Council of Europe established the Platform for the Protection of Journalism and Safety 

of Journalists to record information on serious concerns about media freedom and the safety of 

journalists.51 This initiative aimed to stop violations to press freedom and enable journalists to exercise their 

profession without the risk of compromising their safety. This also facilitates communications between 

governments and journalists organisations and promotes coordinated and timely responses to human rights 

violations.52 In 2016, the Recommendation CM/Rec(2016)4 was adopted by member states in the Council of 

Europe, which requires countries to put in place comprehensive legislative frameworks for the protection of 

the physical and moral integrity of journalists, to adopt appropriate criminal law provisions to prevent 

impunity, and to afford journalists a broad scope of protection.53  

 

Efforts have also been made on a national scale. For instance, in March 2021, the UK government promised 

to respond promptly to complaints of threats to journalists’ safety and take tough action against abusers54. 

The plan has been endorsed by the National Committee for the Safety of Journalists, the government is 

committed to working in a collaborative effort with online platforms, the police, media organisations, and 

prosecution services to protect the safety of journalists.55 Nevertheless, delegates should critically assess 

the effectiveness of these actions and evaluate the potential strengths and weaknesses of actions at 

different scales (international, regional and national).  

 

• CORPORATE ACTION  

 

The surveillance technology companies are a key contributor in the issue of targeted surveillance of 

journalists and activists. Nevertheless, could companies, whether part of the surveillance technology 

industry or the wider technology industry, be a key actor in the solution? 
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A group of high profile tech companies, including Microsoft, Google, Cisco, Apple and VMWare, have 

supported Facebook’s legal action against NSO group.56 They have argued that the NSO Group’s technology 

is not subject to the same constraints of surveillance technologies made by government security agencies 

and thus can facilitate human rights abuses, when falling into the wrong hands. An Israeli firm has 

appealed that decision to a higher appeals court, arguing it is immune from US law against hacking 

because it acts on behalf of foreign government.57 Considering that individuals affected by surveillance 

technology are rarely able to hold surveillance companies accountable, the success of Facebook’s lawsuit 

implies a step forward. In addition to this, Microsoft has announced that they have created and built 

protections into its products against this unique malware to prevent future hackings.   

 

Delegates should consider whether we need more involvement from the big players in the technology 

industry rather than relying on international, regional and domestic action taken by governments and NGOs. 

Perhaps solving the issue from within is more effective than from outside as these firms have the technical 

expertise to mitigate surveillance. Yet, like international, regional and domestic initiatives, corporate actions 

are dependent on willingness to act, which does not always dominate over self interest. 

 

POSSIBLE SOLUTIONS  
 

Increased transparency on the sale and use of surveillance technologies 

● Government led: How can governments establish public approval and oversight mechanisms for 

the use of surveillance technologies? The government of Oakland in California has agreed to 

conduct public consultations and reporting when purchasing surveillance technologies.58 

● Independent investigations: The United Nations could support and call for independent and 

transparent investigations into all alleged cases of targeted surveillance abuse, such as Forbidden 

Stories and Amnesty International’s investigation into Pegasus.59 
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Regulating the surveillance industry 

● Human rights-focused corporate social responsibility: Do companies in the surveillance industry 

have a corporate social responsibility to identify, prevent and mitigate any human rights impacts of 

the use of their products? What steps should companies take to do this? How can the United 

Nations encourage this?60 

● Hold surveillance companies accountable for human rights violations, according to their corporate 

social responsibility guidelines 

● Moratorium: Is the issue grave enough for there to be a moratorium (temporary ban) on 

surveillance technologies until the regulation is made? What would be the implications of this?61 

● Legislation: Consider on what grounds a government or private entity should be allowed to conduct 

targeted surveillance on an individual. Who should approve this to ensure these grounds are 

legitimate? Also consider what surveillance technologies and methods should be allowed 

according to human rights. Should there be limits on what data could be collected?  

 

Supporting journalists  

● Promote the use of strong encryption: How can you equip journalists and activists to deal with the 

threat of targeted surveillance? Could financial assistance and education about encryption play a 

role?   
 

QUESTIONS TO CONSIDER 

● How do we ensure that targeted surveillance is deployed on legitimate grounds and not based on 

political reasons? Could an international standard be established and implemented? 

● What constitutes an abuse of targeted surveillance? Does there need to be a legal, financial threat 

or a threat of violence for it to be classed as an abuse or is an intrusion to journalists and activists’ 

right to privacy sufficient? 

● Who should be held most accountable for abuses of targeted surveillance - governments and their 

intelligence agencies or private companies? How about non-state actors, such as drug cartels, 

who also purchase targeted surveillance technology? 
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TOPIC II: ADDRESSING THE SOCIAL AND HUMANITARIAN EFFECTS OF DRUG 

TRAFFICKING AROUND THE WORLD  
 
 

BACKGROUND INFORMATION 

Most countries around the world suffer from the harmful effects of drugs. Examples of drugs include 

Marijuana, Cocaine, Opioids, and Methamphetamine, all of which are highly addictive and cause serious 

health issues (e.g. drug overdose, HIV transmission from injections)62. The world has been fighting a war 

against drugs for several decades yet drug consumption has continued to rise. In the US, almost 50,000 

people died from opioids overdose in 2019, more than double the 2010 figure63. In Africa, the number of 

drug users in Africa is projected to rise by 40% by 203064.  
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66 

Ever since the criminalisation of drugs, a network of drug trafficking has been developed across the world. 

Drug trafficking is a global illicit trade containing the cultivation, manufacture, distribution and sale of 

substances which are subject to drug prohibition laws67. The biggest producers of illicit drugs are the 

Andean region (Bolivia, Colombia, Ecuador, Venezuela, and Peru), ‘The Golden Crescent’ (Afghanistan, 

Pakistan, and Iran), and ‘The Golden Triangle’ (Myanmar, Laos, and Thailand)68. 

 

Therefore , the global trade of drugs mostly relied on five major routes69:  

1. “The Southern Route”: Afghanistan -> Pakistan -> SE Asia 

2. Andean region -> USA  

3. “The Balkan Route”:  Afghanistan -> Iran -> Turkey -> Southeast Europe -> Western Europe  

4. “The Northern Route”: Afghanistan -> Central Asia -> Russia -> Western Europe  

5. Andean region -> Europe 

 

Drug trafficking is big business, bringing in a fifth of all profits from organised crime. This led to the 

creation of some of the largest organised crime groups (OCGs), such as the Sinaloa Cartel in Mexico70. 

 
66

 Ibid. 
67

 https://www.unodc.org/unodc/en/drug-trafficking/ 
68

 https://en.wikipedia.org/wiki/Illegal_drug_trade#Drug_trafficking_routes 
69

 https://www.occrp.org/en/1843-narcotic-superhighways-the-top-5-routes-for-drug- 
70

 https://sgp.fas.org/crs/row/R41576.pdf 



22 

Together, this illicit industry of drug trade creates violence, promotes corruption, reduces economic 

stability, and damages the livelihoods of individuals and communities71.  

 
 

In 1971, US President Richard Nixon declared a War on Drugs to eradicate the supply and demand for illegal 

narcotics72. Many countries followed this principle and imposed tougher punishments and harsher supply-

elimination policies on drugs. However, this proved to be ineffective in reducing drug use - the global 

supply of drugs continued to increase along with the demand73. Worse still, the rhetoric of linking ‘drug’ 

with ‘crime’ has led to unintended consequences that proliferated violence around the world and 

contributed to mass incarceration. For instance, stricter regulation meant that only the most efficient 

trafficking networks survive. They are also given the chance to grow more powerful because law 

enforcement has destroyed their competition by eradicating less capable traffickers and letting the most 

evolved ones to monopolise the lucrative trafficking space74.  
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SOCIAL AND HUMANITARIAN EFFECTS 

 

One of the biggest impacts of the illegal drug trade is the creation of violence by drug cartels (organised 

crime groups). Violence is inevitable in the illicit drug market, just like any other illegal businesses. For 

example, there is the need to monitor the security of supply routes, to protect drug traffickers, to confront 

the police, whistleblowers, and other drug cartels, and to deal with problems within the trading network 

(e.g. suppliers or consumers who default on their payments)75. All of these issues may require violence to 

solve due to its nature of being in an illegal market.  If necessary, drug cartels may even carry out violent 

acts to subvert entire towns and cities for their operation76. Therefore, drug cartels develop their own 

military to protect their drug trafficking network, such as using the money from selling drugs to purchase 

weapons and personnels77.  

 

Crime associated with drug trafficking is often violent as it directly links to the criminal use of firearms and 

gang feud knife attacks. There are also frequent cases of human rights violations, including the exploitation 

of children and marginalised populations. In particular, Cannabis gangs are notorious for the trafficking and 

exploitation of Vietnamese children to carry out live-in work in dangerous cannabis factories78. 

 

As a result of the violence stemming from illegal drug trade and the growing power of cartels, many 

civilians feel constantly threatened. A Colombian teenager called Alfonso recalled that he was forced to 

leave due to the infighting between two drug gangs in his local area: “The M-18 gang thought I belonged to 

the MS-13. They waited for me outside the school. The gang told me that if I returned to school, I wouldn’t 

make it home alive. The gang had killed two kids I went to school with, and I thought I might be the next 

one”79. 

 

Consequently, this has led to forced displacement of hundreds and thousands people, in some countries 

this has turned into a refugee crisis. Between October 2013 and July 2014, 52,000 child refugees fled from 

their homes in Central America's Northern Triangle of Guatemala, El Salvador, and Honduras to the United 

States due to a rising tide of violence stemming from drug trade. The increasing number of refugees puts 

greater pressure on money and resources, which means that less countries are willing and able to 
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accommodate them. There are also concerns that these undocumented migrants would be smuggling 

drugs, making more countries implement tough immigration laws. Recently, the UK home office has 

introduced the New Plan for Immigration into the parliament, which aims to ensure those who have illegally 

arrived in the UK via ‘safe countries’ will be inadmissible to the asylum system and subject to deportation.80 

These kinds of policies are often accompanied with financial and military support to other neighbouring 

countries. Indeed, the US has used foreign aid and military assistance as leverage to compel Mexico, 

Honduras, Guatemala and El Salvador to deal with the migration and refugee crisis instead.81 

 

Drug trafficking also fosters corruption and weakens public trust in the government. In Mexico, drug cartels 

pay a proportion of their profits to judges, police, and politicians for turning a blind eye to their illegal 

activities82. If government officials refuse to cooperate, these cartels often resort to violence - 

assassinations of public servants are relatively common83. Drug cartels strategically concentrate 

production and transit in areas where corruption is mostly likely to occur, such as areas with high levels of 

poverty and weak governance. It is easier for cartels to control these areas, because they are well armed 

and organised compared to the displaced population and are weak and disorganised. It is also relatively 

easy for cartels to demand money, provisions, or recruits from these populations84.  

 

According to UNODC, drugs and bribes are the two largest income generators in Afghanistan, amounting to 

about half of the country’s GDP85. This significantly prevents the development of good governance, which 

can seriously destabilise the entire country - as this would quickly foster corruption in other areas. Worse 

still, high levels of corruption damage public trust in the government. In the case of Colombia, bribes were 

paid in 50% of all Colombian state contracts. Corruption in Colombia costs $2.6 billion annually which is the 

equivalent of 60% of the country’s debt. Along with the failure to protect the public from drug-related 

violence, many were disillusioned by the Colombia government, this was a long term factor contributing to 

the recent public protests against the government.  

 

Nevertheless, it is important to recognise the other side of the debate. Although drug trafficking is a driver 

of criminal activity and violence, it can be a driver for economic growth too, no matter how counterintuitive 
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that may seem86. Opium trade was the major driver for Myanmar’s ‘triple transition’ – which included the 

change from military to democratic governance; from a centrally-directed, closed economy to a market-

oriented one; and from 60 years of conflict towards peace in the border areas87. In Afghanistan, opium 

creates jobs and is a main source of cash in places that are not reached by development aid88. In Colombia, 

coca production empowers marginalised communities who were disenfranchised by the country’s multiple 

conflicts and agricultural commercialization89.  

 

Although growing illicit crops often helps small rural farmers cope with food shortages and the 

unpredictability of agricultural markets, economic dependence on illicit crops is not sustainable in the long 

term. In some countries, farmers have become mere employees of large commercial farms owned by drug 

traffickers. Moreover, farmers are continuously confronted with the threat of forced eradication of their 

illicit crops by the Government, which exacerbates their precarious socio-economic condition90. Together 

with wide-spread violence and corruption, people experience a lack of security in all aspects of life (food 

security, economic security, health security, education security etc.), which also becomes a major push 

factor for migration.  

 

Therefore, it is important to recognise the complexities within the relationship between illegal drug trade 

and major drug producer countries. Whilst the illegal drug trade creates violence and displacement, it also 

serves as a major source of economic growth and empowers some marginalised communities. There is no 

clear-cut solution to this problem. Delegates should also understand the nuances between countries due to 

different contexts.  
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Case Study I: Colombia 
 

This Committee chose this case study because it is an 

example that illustrates the complexity of social and 

humanitarian impacts of the illegal drug trade. Drug 

trafficking in Colombia fueled the violence by funding both 

left-wing and right-wing armed groups - this led to an 

internal armed conflict lasting over half a century91. In the 

1970s, the illicit drug industry was created in Colombia. By the 1980s, this illicit industry had developed 

powerful networks that infiltrated Colombia's politics, society, and economy92. As violence escalated due to 

the internal armed conflict, many human rights groups reported significant human rights violations, 

including violence targeting noncombatants, that involves killings, torture, kidnappings, disappearances, 

forced displacements, forced recruitments, massacres, and sexual attacks93. Millions of Colombians have 

fled the country, and millions more have been internally displaced. Those who fled often faced language 

barriers and lacked access to suitable employment and decent housing. As stated by prominent scholar 

called Francisco Thoumi, "The drug trade has in fact weakened the country's economy by fostering violence 

and corruption, undermining legal activity, frightening off foreign investment, and all but destroying the 

social fabric"94.  

 

Additionally, this Committee chose this case study because it demonstrates the challenges of taming the 

global illegal drug market. Plan Colombia 2000 was a United States foreign aid, military aid, and diplomatic 

initiative aimed at combating Colombian drug cartels and ending the Colombian armed conflict95. It was 

based on the assumption that a reduction in the illicit drugs market worldwide can be tackled by focusing 

on supply control measures96. In a little over a decade, the U.S. spent nearly $8 billion to back Colombia's 

efforts to eradicate coca fields, arrest traffickers and battle drug-funded guerrilla armies such as the 

Revolutionary Armed Forces of Colombia, or FARC. This proved to be successful in reducing illegal armies, 

especially guerrilla groups. However, instead of eradicating coca supply, drug traffickers moved south 
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across the Ecuadorean border to set up new storage facilities and establish new smuggling routes from 

Ecuador's Pacific coast97. 

 

Another reason why this Committee chose Colombia as a case study is that Colombia highlights existing 

national successes in dealing with the violence stemming from drug trafficking. In 2016, the Colombian 

government and the Revolutionary Armed Forces of Colombia (FARC) signed a peace agreement after three 

years of negotiations and at least four failed peace talks since 198298. This is a major effort to promote 

peacebuilding and reconciliation in Colombia. Overall, levels of violence in Colombia have decreased since 

the peace agreement was signed. However, violence against social leaders and demobilised ex-

combatants and communities has increased significantly99. We encourage delegates to critically assess this 

initiative - think about the ways to promote mutual understanding and the alignment of agendas between 

the key actors of the peace accord; and the ways to restore relations between victims and demobilised ex-

combatants, as well as between civilians and democratic institutions.100 

 

 

Case Study II: Myanmar 

 

The Golden Triangle trade of opium presents one of the most pressing concerns for the illicit drug trade and 

may have socioeconomic impacts on a country like Myanmar that is experiencing a refugee crisis currently 

with the exodus of Rohingya peoples from the country over the past six years. 

 

This case study is relevant to our topic of social and humanitarian impacts of the drug trade because it 

connects economic and social issues with the wider topic of the illicit drug trade. The UN Office on Drugs 

and Crime reported that Myanmar was especially at risk of having a drug market that is revitalised because 

of economic sanctions regimes and recent policies made by Myanmar’s militaristic regime that have 

curbed the abilities for many marginalised communities from accessing a living. 

 

Since our committee is examining the social and humanitarian implications of the drug trade, Myanmar can 

be a useful study for delegates to learn from, especially in regards to the pull factors that impact 

communities that are involved in the harvesting and trafficking of illicit drugs. For example in Myanmar, 
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most opium is grown in its 

northernmost states, Kachin and 

Shan which are largely rural and 

despite having a plethora of other 

crops available to farm and sell - the 

market values for these goods has 

declined significantly in 2021-22101.  

Al Jazeera News, 2019102 

 

Opium itself is notably one of 

the reasons for the pull factor 

because unlike synthetic drugs such 

as methamphetamines that are more 

laboratory-based, opium requires a 

significant network of farming and 

harvesting before processing the 

crop into the drug form of heroin. A 

question delegates can think about is: how do countries develop preventative strategies that also increase 

job opportunities that would be attractive to farmers and be empowering without exacerbating economic 

limitations and restrictions? The World Bank estimates that the Myanmar economy will plummet by 10% this 

year, and is already hurting Burmese farmers right now103. 

 

The committee also chose the Myanmar case study because it deals with a range of separate 

issues from the Colombia case, while also illustrating some common patterns. For one, Myanmar also 

suffers from an increase in rebel movements especially since the recent overtaking of Aung San Suu Kyi’s 

government by a military junta last year. The current groups already number over twenty, and with the civil 

wars raging, the potential illicit market that is accessible in the Golden Triangle may easily be an available 

option to these groups to garner some much-needed funding for their efforts. The Arakan army is one of the 

largest along with the strongest in manpower United Wa State Army (UWSA) and the Kachin Independence 
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army. These armies have also been most active in the regions known for methamphetamine and opioid 

production. The UWSA now has semi-autonomous control over Shan - and is highly likely to keep utilising 

the meth markets in the region to further armed struggle against the state104. 

 

While this may seem indirectly related to the social and economic issues of the country, the 

potential for resurgences of new states that are based on drug economies leaves economic issues for the 

people living in these regions. Many minorities within these states are attempting to flee and are caught 

between the rebel crossfire with the Myanmar government such as the Karen people in the Southeastern 

province - who are a significant ethnolinguistic minority population. A majority of their refugee movement 

has been because of a push factor from airstrikes that have targeted areas held by the rebel group, Karen 

National Union.  

 

Refugee camps stretch along the border between Thailand and Myanmar with over 9 camps housing 86,000 

people largely of Karen origin105. Such a plight is similar to the humanitarian crises Myanmar’s 

neighbouring regions faced with the large push of Rohingya refugees from the country a few years earlier. 

Without addressing the threats of violence and instability in Myanmar, the situation will continue to push 

minority populations into neighbouring countries where they risk further economic marginalisation and 

further social discrimination.  

 

Potential solutions and approaches for delegates to think about: Since Myanmar is first a political crisis that 

has caused economic pull factors and push factors for refugees to leave their rebel-held areas, a long-

term solution would be to explore the possibility of a multi-party state solution in Myanmar. The SOCHUM 

committee notably would not have any jurisdiction over facilitating such a political proposal - however, 

SOCHUM can discuss delivering humanitarian aid to Karen refugees and also exploring ways to 

economically incentivise rebel-held areas in crop growth and markets that avoid the illicit drug trade. In 

doing so, the UN can encourage rebel organisations to not exacerbate the exploitative practises of the drug 

trade and encourage fair labour for many minority populations that often are most marginalised within 

Myanmar’s work force as well. 
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UNITED NATIONS / INTERNATIONAL INVOLVEMENT 

 

There have been continuous efforts from the United Nations to address the social and humanitarian effects 

of illegal drug trade. The United Nations Office on Drugs and Crime (UNODC) was established in 1997 to 

address the interrelated issues of drug control, crime prevention and international terrorism in the context 

of sustainable development and human security106. UNODC offers practical assistance to Member States and 

encourages collective action to tackle transnational threats. 

 

In November 2000, The United Nations Convention against Transnational 

Organised Crime (UNTOC) was adopted by General Assembly resolution 

55/25 as the main international instrument in the fight against 

transnational organised crime107. The Convention is further 

supplemented by three Protocols, which target specific areas and 

manifestations of organised crime:  

1. the Protocol to Prevent, Suppress and Punish Trafficking in 

Persons, Especially Women and Children 

2. the Protocol against the Smuggling of Migrants by Land, Sea and 

Air 

3. the Protocol against the Illicit Manufacturing of and Trafficking in 

Firearms, their Parts and Components and Ammunition108.  

 

The Convention represents a major step forward in the fight against transnational organised crime. 

Countries which ratified this instrument committed themselves to taking a series of measures against 

transnational organised crime, including the creation of domestic criminal offences (participation in an 

organised criminal group, money laundering, corruption and obstruction of justice); the adoption of new 

and sweeping frameworks for extradition, mutual legal assistance and law enforcement cooperation; and 

the promotion of training and technical assistance for building or upgrading the necessary capacity of 

national authorities109. 
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UNODC works closely with UNTOC. Within UNODC, the Organised Crime and Illicit Trafficking Branch (OCB) is 

in charge of supporting States in the implementation of the UNTOC and its Protocols, as well as of assisting 

States that have not yet adhered to those instruments to do so. OCB also manages a number of Global 

Programmes which seek to support States in implementing the UNTOC through customised technical 

assistance and capacity-building activities110.  

 

The UN also produces the World Drug Report yearly, a report that 

consists of extensive research on the global illicit drug market, 

aiming to gain a comprehensive understanding to find the most 

effective solutions111.  

 

However, efforts from the UN have not been very effective. This is 

because the UN is an intergovernmental organisation, unlike individual countries, the UN does not have any 

dictatorial powers to enforce or regulate its own laws. Through the Security Council, the UN can send troops 

or impose sanctions when international peace and security is threatened, such as an invasion of a country. 

Apart from the Security Council, other committees including SOCHUM can only put forward 

recommendations and suggestions.  

 

There are also international initiatives outside the UN, one of which is the establishment of The International 

Criminal Police Organisation (INTERPOL), which is a collaborative effort of 194 countries to work together to 

fight international crime112. INTERPOL assists national, regional, and international law enforcement bodies to 

counter the illicit production, trafficking and abuse of drugs in three major ways: 

1. Global operations against drug trafficking and assistance to ongoing investigations 

2. Criminal analysis of intelligence on drug trafficking routes, modus operandi and the criminal 

networks involved 

3. Comprehensive training for police worldwide to better tackle drug trafficking 

The UN gives continuous support to INTERPOL in the fight against drug trafficking, such as transnational 

investigations into smuggling rings and the tracing and seizure of the illicit proceeds of migrant smuggling. 
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The UN cannot make arrests themselves or impose any punishments on individuals and groups who 

violated the law113.  

 

An example of regional initiative is the Global Initiative Against Transnational Organised Crime (GI-TOC) 

created in 2019114. This initiative identified geographical locations in the Western Balkan Six (Albania, 

Bosnia and Herzegovina, Kosovo, North Macedonia, Montenegro and Serbia) which are hotspots for 

Organised Crime Groups involved in the smuggling of drugs, weapons and people. According to the GI-TOC, 

hotspots emerge in locations where economic vulnerability is high and governance is weak. Most hotspots 

are transportation places located along major transit routes, such as ports, airports, and border crossings. 

Through the analysis that links hotspots with organised crime threat assessments or anti-organised crime 

strategies, it allows governments to target main areas of criminal activities and specific geographical 

locations where unlawful actions occur115.   

 

A number of developed countries, led by the USA, have supported aggressive counter-trafficking and 

institution building policies in Latin American countries such as Bolivia and Peru. Although this worked in 

some countries, this merely shifted production and transshipment to another weakly-institutionalised 

country in the region (the so-called “balloon effect”)116. Three major examples include Peru and Bolivia to 

Colombia in the 1990s, the Netherlands Antilles to West Africa in the early 2000s, and Colombia and Mexico 

to El Salvador, Honduras, and Guatemala in the 2000s and 2010s117. Therefore, different countries should 

better coordinate their anti-drug strategies so that "one country's success does not become another's 

problem". That kind of coordination, however, would require a substantial commitment in manpower and 

resources to the war on drugs — a commitment many countries cannot afford or might not be willing to 

take on118. 

 

Furthermore, it is difficult to impose harsh punishments on drug trafficking due to the lack of political will 

in many countries. As explained above, many governments themselves have vested interests in maintaining 

the illicit drug market. It is important to think about ways that would motivate politicians and governments 

to deal with issues in the illegal drug market.  
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It is therefore worth considering what type of initiative is more effective -  national, regional, or global 

initiatives? Alternatively, should international solutions work in coordination along with local scale 

initiatives to tackle the issue of drug trafficking?  

 

 

KEY QUESTIONS TO CONSIDER FOR POTENTIAL SOLUTIONS 

 

a. What is the most effective way to discourage growth of drug trafficking? Having seen the 

ineffectiveness of stricter regulation, should drugs be decriminalised instead?  

 

b. How can governments (local, national, regional, and global) work coordinately to regulate the illegal 

drug trade? What is the role of the UN in this? Considering high levels of corruption between 

government officials and drug cartels, how can we achieve international cooperation when some 

countries lack the political will to do so?  

 

MAJOR SOLUTION AREAS 

 

1. Regulation of the global illegal drug trade 

- Should drugs be decriminalised?  

- How to work with source countries such as Colombia, Pakistan and Afghanistan to tackle 

production upstream? 

- Should countries work with transit countries to intercept shipments and prevent them from 

reaching destination countries?  

- To what extent could the UN regulate the global network without infringing national 

sovereignty?  

2. Ways to reduce violence from illegal drug trade  

- How can member states control drug cartels?  

- How can member states protect civilians from exploitation and human rights violations?  

3. Tackling refugee and migrant crisis stemming from illegal drug trade 

- How can member states reduce the number of people being displaced? 

- How can member states incentivise other countries to be more acceptable of refugees?  

- How can host countries help refugees and immigrants to settle in? E.g. language barriers  
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4. Tackling corruption from the illegal drug trade and building a strong government  

- What is the role of the UN in this?  

- How can we create incentives for the government to combat corruption when they are the 

beneficiaries?  

5. Build a strong, sustainable economy and gradually diminish reliance on the illicit  drug trade  

- How can countries with growing economies (especially those who are largely reliant on 

revenues from drug trade) work with the UN to increase their economic opportunities?  

- What can be done to promote people who currently work in the illegal drug industry to shift 

away from this business?  

- How can we tame the rapid growth of the illicit drug market? Should we use supply-side or 

demand-side policies? Is there a way to make the industry less profitable?  

 

 

 

GUIDANCE FOR DRAFTING RESOLUTIONS 

 

1. Be realistic and specific   

It is important to understand the context of different countries and create realistic solutions, taking into 

account the resources, money, and political interests. Delegates should research and understand their own 

country’s perspective on the illegal drug trade and draft solutions that would be in line with their country’s 

interest. For instance, it would be unrealistic for a country who is economically dependent on drug trade to 

pursue policies that favour the immediate destruction of the industry. We encourage delegates to be 

specific in their solutions - think about who, when, what, why, and how. It may be good to have both short 

term and long term solutions. Finally, always make sure your solutions are  measurable, attainable, and 

highly relevant to the topic.  

 

2. Be aware of context  

As previously stated, it is important to acknowledge the contextual differences between different countries 

and regions when drafting solutions. There is no one-size fits all policy. Although every country wants to 

reduce the negative impacts from illegal drug trade, varying levels of economic development means that it 

is more difficult for some countries to invest in money and resources to regulate drug trade than others. 

Furthermore, some countries are reliant on the drug trade for their economy to function. Along with high 

levels of corruption associated with drug trade, these countries may lack the political will to tame the 
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increasingly profitable drug market. Therefore, we encourage delegates to be critical when researching 

and always keep in mind the vested interests and political motivates behind governments and businesses. 

Since SOCHUM cannot impose sanctions or use military powers, we would like to see creativity and 

innovation in your recommendations.  

 

3. Understand the multicausal nature of the problem  

The relationships between drug trade, violence, and forced displacement and migration are complex in 

nature. For example, there is evidence suggesting illegal drug trade has resulted in forced displacement 

and migration, but that does not mean it is the only factor causing migration. Migration can be caused by a 

range of factors. Similarly, there are many sources violence, it not only stems from the illegal drug trade. 

Furthermore, the issue of the illicit drug trade cannot be tackled without addressing its breeding grounds - 

factors including weak governments, a lack of economic opportunities, and widespread corruption allow 

criminal organisations to recruit, kidnap, and kill people without fear of retaliation from law enforcement. It 

is important to understand the mechanisms sustaining criminal networks, member recruiting and resource 

acquisition as they will shape the design and implementation policy solutions. Delegate should 

acknowledge the relationship between major players in crime, the economy and politics when drafting 

solutions119.  
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